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Homework till 2.12.2024

▪ Read Section 13.1

▪ Read Section 12.1. 

▪ Read Section 12.2. until p. 399 where the subsection about Ring-

LWE starts

▪ Solve the problem from the exercise set no. 10 and submit it to AIS 

by 2.12.2024 23:59.
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Homework till 8.12.2024

▪ Read the remainder of Section 12.2

▪ Read Section 12.3 until p.414 (including p.414)

▪ Solve problems from the EXTRA exercise set no. 11 and submit

them to AIS by 8.12.2024 23:59. Please, note that the deadline is 

on Sunday (not on Monday, as usual).
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Homework for week 13

▪ Read Section 12.3 until p.417 (including the top half of p.417).

4/27



 Some legal stuff (sorry): Terms of Use
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• Introduction

• Lattice-Based Cryptography

• Code-Based Cryptography

 Content of this Chapter
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• A quantum computer is a machine that operates on qubits instead of classical 

bits.

• Roughly speaking, a single qubit |q> is a state of memory that is not as discrete 

as we know it from conventional bits, which can take the two values 0 or 1.

• Rather, a qubit is a fuzzy memory element that can also represent values “in 

between” the two corresponding bounds |0> and |1>. 

• The overlap between these bounds is characterized by coefficients or so-called 

amplitudes α and β. 

• This allows a qubit to be represented as a scaled combination of the two 

bounds like |q> = α|0> + β|1>. 

• We say that the qubit q is in a superposition of the basis states |0> and |1>. 

 Quantum computing
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▪ With two conventional bits, we can store one out of the four possible states 00, 

01, 10 and 11. 

▪ However, two qubits contain a representation of all four possible states at the 

same time, to be determined by the corresponding amplitudes. 

▪ In general, an n-bit register on a classical computer can hold exactly one state, 

while an n-qubit register represents 2^n states at the same time.

▪ Hence, computing with such an n-qubit quantum computer can be significantly 

more powerful than any n-bit classical computer. 

 Advantage of quantum computing
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▪ It is a popular misunderstanding that quantum computers will lead to significant 

gains in performance for all applications. 

▪ In fact, they can accelerate only certain classes of computations and 

algorithms for which the native superposition of inputs can be efficiently 

exploited.

 Limitations of quantum computing
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▪

 Grovers algorithm
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▪ As we have seen in previous chapters, the best known attack against sound 

symmetric ciphers is an exhaustive key search, cf. Section 3.5.1. 

▪ We recall that at least one known plaintext-ciphertext pair is required. 

▪ This attack is basically the same as searching in an unsorted database: 

• encrypt the known plaintext with all possible keys, 

• retrieve a large database of unsorted values, 

• and then search for the known ciphertext. 

▪ For example, AES with a 128-bit key can be broken with a classical computer 

in roughly 2^128 steps, assuming we have a plaintext/ciphertext pair. 

▪ With a quantum computer running Grovers algorithm, the same attack is more 

efficient: It would take only 2^64 steps. 

 Grovers algorithm and symmetric cryptosystems
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▪ Fortunately, the problem can be solved by increasing the key length of 

symmetric algorithms.

▪ In fact, Grover’s algorithm was the main reason why AES was designed with 

the two key lengths of 192 and 256 bits, in addition to the 128-bit key.

 Grovers algorithm and symmetric cryptosystems
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▪ Unfortunately, quantum computers pose a much more serious threat to all 

asymmetric cryptosystems that are currently in use.

▪ In 1994, Peter Shor published two algorithms for quantum computers that can 

efficiently solve:

• Prime factorization

• Discrete logarithm problem

▪ Fortunately, large-scale quantum computers that are required to break 

cryptosystems like RSA and ECC cannot be built currently.

▪ It is commonly believed that practical attacks running on quantum computers 

are most likely at least 10–20 years away, possibly much longer.

 Quantum computer attacks on asymmetric cryptosystems
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▪ First reason: “store now, decrypt later” attack

▪ Second reason: the development and the adoption of new asymmetric 

algorithms take a long time 

 Why quantum-secure asymmetric cryptosystems are needed 

NOW 
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▪ Quantum cryptography denotes concepts such as quantum key distribution 

(QKD) for securely exchanging keys over quantum channels, which are built on 

actual quantum effects.

▪ Post-quantum cryptography (PQC), denotes the class of cryptographic 

algorithms that are designed to run on conventional computers but that are 

capable of withstanding attacks that use powerful quantum computers.

 PQC vs Quantum Cryptography
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▪ In 2017, NIST issued an open standardization call for quantum-secure 

asymmetric cryptosystems. 

▪ This process is similar to the AES competition.

▪ The process is still ongoing, but has already led to the publication of 3 PQC 

standards:

• ML-KEM (aka Kyber)

• ML-DSA (aka Dilithium)

• SLH-DSA (aka SPHINCS+)

 NIST PQC Standardization Process
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 Promising PQC families
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• Introduction

• Lattice-Based Cryptography

• Code-Based Cryptography

 Content of this Chapter
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• What is a lattice?
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• Learning With Errors Problem (LWE)
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• Encoding and Decoding in LWE cryptosystems
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Note:
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 Coding Theory
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 Linear Codes
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 Minimum distance and error correction 
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▪



 Example 12.7.
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d=3



 Example 12.7.
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▪
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 MDD vs LWE
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MDD LWE

GF(2)

G A 

m s

e with small HW e containing only small elements



 MDD and SDP
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An equivalent problem to MDD:

Syndrome decoding problem (SDP problem)

(problem dekodovania podla syndromu) 

Subsection 12.3.2 in the book.



 Prominent code-based cryptosystems
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▪ HQC (has a similar construction to the Ring-LWE scheme in 12.2.4)

▪ BIKE

▪ Classic McEliece


	Slide 1
	Slide 2: Homework till 2.12.2024
	Slide 3: Homework till 8.12.2024
	Slide 4: Homework for week 13
	Slide 5: Some legal stuff (sorry): Terms of Use 
	Slide 6: Content of this Chapter
	Slide 7: Content of this Chapter
	Slide 8: Quantum computing
	Slide 9: Advantage of quantum computing
	Slide 10: Limitations of quantum computing
	Slide 11: Grovers algorithm
	Slide 12: Grovers algorithm and symmetric cryptosystems
	Slide 13: Grovers algorithm and symmetric cryptosystems
	Slide 14: Quantum computer attacks on asymmetric cryptosystems
	Slide 15: Why quantum-secure asymmetric cryptosystems are needed NOW 
	Slide 16: PQC vs Quantum Cryptography
	Slide 17: NIST PQC Standardization Process
	Slide 18: Promising PQC families
	Slide 19: Content of this Chapter
	Slide 20: What is a lattice?
	Slide 21: Learning With Errors Problem (LWE)
	Slide 22: Encoding and Decoding in LWE cryptosystems
	Slide 23
	Slide 24
	Slide 25
	Slide 26: Note:             
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31: Content of this Chapter
	Slide 32: Coding Theory 
	Slide 33: Linear Codes 
	Slide 34: Minimum distance and error correction  
	Slide 35: Example 12.7. 
	Slide 36: Example 12.7. 
	Slide 37:  
	Slide 38: MDD vs LWE 
	Slide 39: MDD and SDP 
	Slide 40: Prominent code-based cryptosystems 

