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AODV: RREQ Format

0 1 2 3
01234567890123456789012345678901
s A ST T e R 2 S s s o St ST S S A S SR S

| Type |JIR|G|D|U| Reserved | Hop Count |
+-+-+-+-+-+-+-+-+-+-F+ -
| RREQ ID |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-F -+
| Destination IP Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-- -+
| Destination Sequence Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ -+
| Originator IP Address |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F -+
| Originator Sequence Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+ -+



AODV: RREQ Format

Join flag; reserved for multicast.
Repair flag; reserved for multicast.

Gratuitous RREP flag; indicates whether a
gratuitous RREP should be unicast to the node
specified in the Destination IP Address field.

Destination only flag; indicates only the
destination may respond to this RREQ.

Unknown sequence number; indicates the destination
sequence number is unknown.

After a node receives a RREQ and responds with a RREP, it discards
the RREQ. If the RREQ has the 'G' flag set, and the intermediate
node returns a RREP to the originating node, it MUST also unicast a
gratuitous RREP to the destination node.



et S e e sty sl o
Lifetime |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Prefix Size (Prefix Sz) The Prefix Size Field indicates the nodes within a .

destination's subnet that are reachable via the same route. For example, a prefix
size of eight (8) is equivalent to a subnet mask of 255.255.255.0. For a host route
the prefix size is zero (0), This is equivalent to a subnet mask of 255.255.255.255.

The Route Reply Acknowledgment (RREP-ACK) message MUST be sent in response
to a RREP message with the 'A’ bit set. This is typically done when there is danger
of unidirectional links preventing the completion of a Route Discovery cycle.




AODV: RREP Format

R Repair flag; used for multicast.

A Acknowledgment required.

Lifetime  The time in milliseconds for which nodes receiving
the RREP consider the route to be valid.

Hop Count = The number of hops from the Originator IP Address
to the Destination IP Address. For multicast route
requests this indicates the number of hops to the
multicast tree member sending the RREP.

Destination IP Address
The IP address of the destination for which a route
is supplied.

Destination Sequence Number _
Thetdestlnatlon sequence number associated to the
route.

Originator IP Address . o
The IP address of the node which originated the RREQ
for which the route is supplied.



0 1 2 3
012 567 01234567 012345678901
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ype IN| Reserved | DestCount |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| nreachable Destination IP Address (1) |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| nreachable Destination Sequence Number (1) |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- -+
| Additional Unreachable Destination IP Addresses (if needed) |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Additional Unreachable Destination Sequence Numbers (if needed)|
+-+-+-+-+-+-+-+ -+
N No delete flag; set when a node has performed a local
‘Eﬁpalr Otf a link, and upstream nodes should not delete
e route.

DestCount The number of unreachable destinations included in the
message; MUST be at least 1.

Unreachable Destination IP Address
The IP address of the destination that has become
unreachable due to a link break.

Unreachable Destination Sequence Number
The sequence number in the route table entry for
the destination listed in the previous Unreachable
Destination IP Address field.



Problém pocitania donekonecna

Smerovacia tabulka A:
A B:1 C:2 D:3

Smerovacia tabulka B:
B A:1 C:1D:2

A2 B:1 D:1

A:3 B:2 C:1



Problém pocitania donekonecna

Linka A-B prestane
A existovat

B B inkrementuje vzdialenost
k A, pretoze vidi, ze C ma
platnu cestu k A

C Potom C inkrementuje svoju
vzdialenost k A, pretoze B
iInkrementovalo svoju
vzdialenost k A



Problém pocitania donekonecna

A Riesenie:
* Ohranicené pocitanie

B * Horizon splitting: uzol C neposle
smerovaciu informaciu uzlu

 Sekvencné cisla?



AODV: bez smerovacich sluciek

Formalny d6kaz, ze smerovanie v AODV nevytvara
?ggg je uvedeny v pévodnom clanku (Perkins, Royer

perkins 1999 _adhoc.pdf — aodv3
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A. Proof of the Loop-free Property

Verifying that AODV establishes only loop-free
routes is easy because of the effect of the destination se-
quence number on the maintenance of routes. Suppose
that there is a loop in a route to a destination Z, and
that nodes X; are the nodes in the loop for ¢=1,2,.. . n
As a matter of terminology, we say that X; “points to”
X; (symbolically, X; — X ;) if the routing table entry
of X; for destination Z shows node X; as the next hop
to . Then, for each X; X; — X, for =12 .. n,
and furthermore X,, — X .

Let 7, be the destination sequence number for
the route entry at X; for destination 7. Then,
T, < Tiy1 whenever X; — X411, because of the
processing of the RREP specified in Section 2.1.2.
Since Ty < T5 < .. < T, < Ty, evidently
the destination sequence numbers are the same for
every node X, in the routing loop. Moreover,
if it were possible to create a routing loop, this

equality would have to he
created.  Furthermore,
quence numbers are all tl
mation must have been d«
the same RREP transmit
Consider now the met1
Sinece X; — X, 41 only if
my, + (n — 1). But becau
and n = 0; this is a contr:

An inductive argumen
be the minimum length ¢
always construct another
Just by modifying the rou
point to X9 instead of of
k > 3, showing that it 1
a routing loop of length
using destination sequenc
shows that routing loops ¢
routing loops cannot cont:
this means that there can
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Formalny dokaz, ze smerovanie v AODV v%tvara slucky
e uvedeny v &lanku (van Glabbeek et al. 2 13)

2013GlabbeekEtAlMswim.pdf
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1. INTRODUCTION
Wireless Mesh Networks (WMNs),
ered to include Mobile Ad-hoc N

response communication, intelligent transportation systems,
mining and video surveillance. f-organising wire-
less multi-hop networks -an provide broadband commu-
nication without ing on a wired backhaul infr
a benefit for rapid and low-c work deployment.
Highly dynamic topologies are a key feature of WMNs and
MANETS, due to mobility of nodes and/or the variability of
wireless links. This makes the design and implementation of
robust and efficient routing protocols for the
challenging task, and a luL of ffort has gone into it.
for any routing proto-
hallenging for WMNs
capture the common
“A routing-table loop is a
routing tables at a particular
e same node more than onee before
. Packets caught in a rout-
e discarded by the IP Time-To-Live
saturate the links and have a
on network performance. It is therefore
critieal to ensure that protocols prevent routing loops.
Sequence numbers, indicating the freshness of routing in-
formation, have widely used to gnarantee loop freedom,
in particular for distance vector protocols such as DSDV .
AODV 19l AODVY (formerly known as DYMOY 211 and

ructure,

networks a

reaching the
ing loop, until the
(TTL) me
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R

AODV: bez smerovacich sluciek?
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AODV: bez smerovacich sluciek?

Formalny dokaz, ze smerovanie v AODV vgtvara slucky
je uvedeny v &lanku (van Glabbeek et al. 2013)

Dovody:
* Nepresna specifikacia protokolu
* Protokol je specifikovany ako IETF RFC

* Nedodrziavanie Specifikacie pri implementacii

12



RFC: must, should, may

1. MUST This word, or the terms "REQUIRED" or
"SHALL", mean that the definition is an absolute
requirement of the specification.

2. MUST NOT This phrase, or the phrase "SHALL
NOT", mean that the definition is an absolute prohibition
of the specification.

3. SHOULD This word, or the adjective
"RECOMMENDED", mean that there may exist valid
reasons in particular circumstances to ignore a particular
item, but the full implications must be understood and
carefully weighed before choosing a different course.

4. SHOULD NOT This phrase, or the phrase "NOT
RECOMMENDED" mean that there may exist valid
reasons in particular circumstances when the particular
behavior is acceptable or even useful, but the full
implications should be understood and the case carefully
weighed before implementing any behavior described
with this label.

13



RFC: must, should, may

5. MAY This word, or the adjective "OPTIONAL", mean
that an item is truly optional. One vendor may choose to
Include the item because a particular marketplace
requires it or because the vendor feels that it enhances
f[the product while another vendor may omit the same
item.

AODV RFC:

,Gratuitous RREP flag; indicates whether a gratuitous
RREP should be unicast to the node specified in the
Destination IP Address field (see sections 6.3, 6.6.3).

14



TORA (Temporally-Ordered Routing
Algorithm)

Reaktivny protokol.

Link reversal: algoritmus zalozeny na zmene orientacie hran.

Podpora:
* Hladania ciest
 Udrzby ciest
* Odstranovanie nepouzivanych ciest

15



TORA: hladanie ciest

TORA pocita orientovany acyklicky graf s koreriom v cielovom uzle

QRY: query packet: obsahuje id ciefového uzlu (broadcast)
UPD: update packet: obsahuje vysku uzlu (broadcast)

Kazdy uzol i ma ulozenu:

* VySku uzla Hi= (reference level; delta to reference level) =
(reference level, originator id; ri, delta to ref. level, id)

* VySku svojich susedov (pole) NHi
* Stav liniek k susedom (pole) LN;

16



(- A) (<=0=-, B)
e
QRV
-.C) (0,0,0,0,F)
DEST
(<= G) ( H)

(0,0,0,0,F)

DEST
--H)

(b) Nodes A and G propagate QRY

o= B

== E)

(0,0,0,0,F)
DEST

() UPD (0.0,0,1,H)

(c) Nodes B and D propagate QRY,
node H generates UPD

UPD
(0,0,0,1,E)

(0,0,0,0,F)

DEST

UPD
(0,00,2,G) (0,0,0,1,H)

(d) Nodes D and G propagate UPD,
node E generates UPD

UPD UPD
(0,0,0,3,A) (0,0,0,2,B)

(0,0,0,1,E)

UPD

(0,0,0,3,C) (0,0,0,0,F)

DEST

(0,0,0,2,G) (0,0,0,1,H)

(e) Nodes A, B, and C propagate UPD

(0,0,0,2,B)

(0,0,0,3,A)

(0,0,0,1,E)

(0,0,03,.c)\ (0002D) (0,0,0,0,F)

DEST

(f) Route creation process complete

17



TORA: vypocet ciest

Linka (hrana) ma orientaciu horeprudom, doleprudom alebo
nedefinovanu

VySka cielového uzla je rovna ZERO, vyska dalSich uzlov je
NULL (nedefinovana)

AK je cielovy uzol susednym uzlom, nastav jeho vysku na
ZERO

Aktualizuj stav liniek k susedom. Ak vyska suseda je NULL,
potom linka nema orientaciu.

18



TORA: vypocet ciest

Ak uzol j potrebuje cestu k ciefovému uzlu, potom poSle (cez
broadcast) QRY a nastavi RR=true (Route requested)

* Pripad A: sused, ktory nema ziadnu doleprudovu linku preposle
QRY a nastavi RR=true. Ak RR=true potom nie je QRY poslany
dalej.

* Pripad B: uzol i s doleprudovou linkou a vyskou NULL aktualizuje
svoju vysku (heighti = height; +1) a vysky susedov v NHi. Potom
posle UPD (cez broadcast).

* Pripad C: uzol i s doleprudovou linkou a vyskou inou ako NULL, ak

uz poslal UPD potom prestane preposielat QRY, v opacnom
pripade posle UPD.

19



TORA: udrzba ciest

(0,0.0,1.E) (0.0.0.1.E)

(0,0,0,3,C) (0,0,0,0,F | 10.0,0.3,.C) (0,0,0,2,0 (0,0,0,0,F)
DEST DEST
(0,0,0,2,G) (0,0,0,1,H) i0,0,0,2.G) (0,0,0,1,H)
] _ (b) No reaction necessary, all nodes
(a) Link (B,E) fails still have downstream links

Ak existuje doleprudova linka, ziadna
reakcia nie je potrebna



TORA: zmena orientacie linky

Ak uzol nema ziadnu doleprudovu hranu, zmeni orientaciu vSetkych
hran.

Uzol zmeni orientaciu len tych hran, ktorych orientacia este nebola
zmenena.

Ak uzol nemb6ze zmenit orientaciu hrany, pretoze bola zmenena
susednym uzlom, potom bol najdeny izolovany komponent. Takyto
uzol nastavi priznak ,odzrkadlenia® a zmeni orientaciu vsetkych
hran. Zmena orientacie s tymto priznakom sa Siri az k pévodnému
uzlu, ktory stratil doleprudovu linku. Tento uzol nasledne cez
broadcast posle CLR, ktory vynuluje pouzivané datove strukury.

21



TORA: udrzba ciest

(0,0,0,3,A) (0,0,0,2,B) (0,0,0,3,A) (0.0,0,2,B) (0,0,0,3,A) UPD
(1,0,0,-1,B)
(0,0,0,1,E) (0,0,0,1,E) (0,0,0,1,E)
(0,0,0,3,C) 0,000} | (0003c\ (1.0.0.0.D)UPD (0,0,0,0,A)] | (0,0,0,3,C) (0,0,0,0,F)
DEST DEST DEST
(0,0,0,2,G) (0,0,0,1,H) (0,0,0,2,G) (0,0,0,1,H) (0,0,0,2,G) (0,0,0.1,H)
(a) Link (D,H) fails (b) Node D defines new reference level| | (c) Node B propagates reference level
UPD
(1,.0,0,-2,A) (1,0,0,-1,B) (1.D,0,-2,A) (1,0,0,-1,B)
(0,0,0,1,E) (0,0,0,1,E)
(0,003,C) % (1.D.0.0D) (0,0,0,0,F)] | (0,0,0,3,C) (0,0,0,0,F)
DEST DEST
(0,0,0,1,H) (0,0,0,1,H)

(0.0.0,2,G)
(d) Node A propagates reference level

(0,0,0,2,G)
(e) Failure reaction complete

Ak doleprudova linka neexistuje, potom 66 potrebne nastavit

novu referencnu uroven (reference leve

iInkrementovat sublevel.

pripadne

22




TORA: zrusenie ciest (CLR)

(1.0,0,-2,A) (1.0,0,-1,B)

(0,0,0,1,E)

(0,0,0,3,C) (0,0,0,0,F)

DEST

(0,00,2,G) (0,0,0,1,H)
(a) Link (A,C) fails

UPD

(2,A.0,0,A) (1,0,0,1,B)

(0,0,0,1,E)

(0,00,3,C) (0,0.0.0.F)

DEST

0,0,0,2,G) (0,0,0,1,H)

(b) Node A defines new reference level

UPD

(2,A,0,0,A) (2,A0,-1,B)

(0,0,0,1,E)

(0,0,0,3,C) (0,0,0,0,F)

DEST

(0,0,0,2,G) (0,0,0,1,H)

(c) Node B propagates reference level

(2.A,0,0,A) (2,A.0,-1,B)

(0,0.0,1,E)

UPD

(0,0,0,3,0) (2,A,1,0,0)

(0,0,0,0,F)
DEST

(0,0,0,2,G) (0,0,0,1,H)

(d) Node D reflects higher sub-level

UPD

(2,A,0,0,A) (2,A.1,-1,B)

(0,0,0,1,E)

(0,0.0,3,C) (0,0,0,0,F)

DEST

(0,0,0,2,G) (0,0,0,1,H)

(e) Node B propagates sub-level

CLR

[E—.Y (2,A,1,-1,B)

(0,0,0,1,E)

(0,0,0,3,C) (0,0,0,0,F)

DEST

(0,0,0,2,G) (0,0,0,1,H)

(f) Node A detects partition

(0,0,0,3,C)

(0,0,0,2,G) (0.00.1.H)

(g) Nodes B and D propagate CLR

(0,0.0,3,C)

(00,0.2,G) (0.0.01.H)

(h) All invalid routes erased

23



TORA: propagating, reflecting reference
level

Hlavné mechanizmy:

Propagating: uzol i preposle referencnu hladinu svojho
najvyssieho suseda a zvoli si vysku nizsiu ako vyska jeho
susedov.

Reflecting: hladina, ktora este nebola ,odzrkadlena” bola
prijata od vsetkych susedov. Uzol i odzrkadli vyssi sub-level
tak, ze nastavi bit .

24



Distribuovana udrzba ciest

Cesty bez slucCiek

Ak je to mozne, vypocita viacero ciest k ciefovemu uzlu
Lokalna reakcia (RERR nie je lokalna reakcia)
Minimalizacia komunikacie medzi uzlami

25



Fisheye routing (FSR)

Stratégia: Kvalita informacie o smerovani sa znizuje so
vzdialenostou k cielovému uzlu. Cesty su presnejsie blizko
cieloveého uzla.

Proaktivne, link state smerovanie.

26



Ro6zna frekvencia
vymeny
smerovacej
informacie pre
rozne
vzdialenosti od
cieloveho uzla.

27



OLSR (Optimized link state routing)

Proaktivne, link state smerovanie.

Optimalizacia: multipoint (uzly, ktoré pokryvaju vSetky uzly do
vzdialenosti 2 od zdrojového uzla).

Len multipoint uzly mézu preposlat topologicku informaciu. Ostatné
uzly mézu tato informaciu prijat, ale nie preposilat.

HELLO pakety m6zu byt pouzité na identifikaciu uzlov a na
preposlanie topologickej informacie.

28



OLSR: multipoint

Multipoint:
* Informacie z HELLO paketov
 VVybrany tak, aby vSetci susedia do vzdialenosti 2 boli pokryti

4 multipoint uzly (Cervené)

Strategia: pouzitie uzlov,
ktoré maju vysoky stupen
(vela susedov) na
preposlanie smerovacej
Informacie.

29



OLSR: zlozitost

Overhead (pocet paketov s topologickou informaciou): O(n”*2)
Pamat potrebna pre ulozenie smerovacej informacie: O(n*2)

Vyhoda: redukované zahltenie média
Nevyhoda: informacia o susedoch do vzdialenosti 2 je
potrebna

30



Statické smerovanie

Simulacné nastroje podporuju aj statické smerovanie, teda
smerovanie vlozené priamo pouzivatelom a nie vypocitané
smerovacim protokolom.

Statické smerovanie je uzito€né pre off-line vypocet optimalneho

smerovania a nasledné porovnanie s cestou vypocitanou
smerovacim protokolom.

31



Distance routing effect algorithm for
mobility (DREAM)

Stratégia: Cim je vzdialenost dvoch uzlov vacsia, tym sa javi
mensia ich vzajomna rychlost. Frekvencia vymeny smerovacej
informacie je zavisla od pohybu dvoch uzlov.

Predpoklad: kazdy uzol ma pristup k GPS informacii.

Proaktivny protokol s vymenou GPS informacie.

32



Ak uzol A potrebuje poslat spravu m uzlu B, potom pouzije lokacnu
informaciu o uzle B aby ziskal smer k uzlu B. Sprava je
preposlana susedom v danom smere a ti postupuju rovnako az
pokym sprava nie je dorucena uzlu B.

GPS informéacia je preposielana cez broadcast. Cim je vzdialenost
dvoch uzlov vacsia, tym menej Casto je preposielana.

33



alpha

Uhly beta>alpha pri
rovnakej rychlosti.
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Hierarchical state routing (HSR)

Proaktivne, link state smerovanie.
Stratégia: organizovanie uzlov do zhlukov (clusterov).
Vyhoda: podpora pre skupinovy pohyb.

Nevyhoda: ak sa lider zhluku pohne je potrebné zvolit nového lidra,
co mbze mat za nasledok zvySenu spotrebu energie.

Typy uzlov:

* Lider: koordinator zhluku.

* (Gateway uzol: uzol leZiaci medzi dvoma zhlukmi, sprostredkuva
komunikaciu medzi zhlukmi.

* Vnutorneé uzly: vsetky ostatne uzly.

35



Level 2
(logical Level)

Level 1
(Logical Level)

Level O
(Physical Level)

HID: Hierarchické ID

Uzol 8: HID (2,2,8

Uzol 3: HID (4,4,3

Spojenie 8-3

Fyzicke spojenie: (2,9,5,6,4)

Cluster head
Gateway node

|
°
O Internal node
|:| Virtual node

Physical link

Logical link

<X.y,z> Hierarchical ID

C(A.B) where
A=level

B = Node ID for
each cluster

36



Formovanie zhlukov

Maximalna nezavisla mnozina

Vypocet:

1. Uzol sa stane lidrom, ak ziaden jeho sused nie je lider, v pripade
konfliktu sa stane lider, ak ma nizSie (vysSie) id (IP adresu).

2. Vsetky susediace uzly sa stanu clenmi zhluku.
3. UkoncCenie: ked je kazdy uzol bud lider alebo Clen zhluku.

37
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Zone routing protocol (ZRP)
Hybridné smerovanie: proaktivne a reaktivhe smerovanie.

Zona: podmnozina uzlov do vzdialenosti n od zdrojoveho uzla
vyuziva proaktivhe smerovanie. Pre ostatne uzly je
vyuzivané reaktivhe smerovanie.

Vyhoda: uzly za hranicou zony odpovedaju s RREP.

39



ZRP: priklad

reaktivhe

Velkost zony
napr. 5

proaktivne

Zona pre
— uzol B

Velkost smerovacej tabulky je ohranicene velkostou zony a
poctom cielovych uzlov.
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Smerovanie zalozené na
probabilistickom preposielani RREQ

Gossip based ad hoc routing
Pakety su preposielané s pravdepodobnostou p.

GOSSIP1(p): RREQ su preposielané s pravdepodobnostou p.

GOSSIP1(p,k): RREQ su do vzdialenosti k preposielané s
pravdepodobnostou 1.0 a potom s pravdepodobnostou p.

GOSSIP1(p,0) = GOSSIP1(p)

41



Fraction of nodes

GOSSIP1(p,k)

GOSSIP1(0.72,4)

10

20 30 40
Hop distance to source
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GOSSIP1(p,k) a GOSSIP2(p1, k, p2, n)

GOSSIP2(p1, k, p2, n): RREQ su preposielane s
pravdepodobnostou 1.0 do vzdialenosti k, potom s
pravdepodobnostou p1. Ak ma uzol menej ako n susedov
su preposielané s pravdepodobnostou p2, kde p2>p1.

GOSSIP1(0.75,4) GOSSIP2(0.6,4,1,6)
1% 3
09 F .
08 F :
S 3 06F
o) S el
o o 05 F .
2 =
3 5 04 F
s e 03F :
02 F 5
|
D 1 1 1 I 1 H 1 1 O - 1 1 1 1 ] i 1 1
5 10 15 20 25 30 35 40 45 5 10 15 20 25 30 35 40 45
Hop distance to source Hop distance to source
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GOSSIP3(p, k, m)

GOSSIP3(p, k, m): uzol Caka pokym nedostane do urciteho
¢asu RREQ aspori od m uzlov, ak nie potom je RREQ
preposlane, v opacnom pripade nie je RREQ preposlane.

Vsetky druhy GOSSIP smerovania su vyrazne zavislé od
topoldgie siete.

Obrazky z Haas et al., Gossip based ad hoc routing, IEEE/ACM
Transaction on Networking, 2006.
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Live otazky a odpovede su planované cez Discord.
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