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ABSTRACT

SLOVAK UNIVERSITY OF TECHNOLOGY IN BRATISLAVA
FACULTY OF ELECTRICAL ENGINEERING AND INFORMATION TECHNOLOGY

Study Programme: Applied Informatics

Author: Ing. Peter Spacek

Doctoral thesis: Post-Quantum key es-
tablishment

Supervisor: prof. Ing. Pavol Zajac, PhD.

Place and year of submission: Bratislava 2022

This dissertation thesis deals with the problem of secure post-quantum key exchange. It
focuses on the TLS communication protocol and its security in the post-quantum world.
Quantum computers and algorithms developed for them are able to break the security of
currently used mechanisms, which provide confidentiality and integrity of messages. In
this work, we present concepts needed to understand the domain and explain how quan-
tum technologies threaten communication security. We describe cryptographic protocols,
especially the TLS protocol, on which we focus in this work. We identify the mecha-
nisms that need to be replaced to achieve post-quantum security in TLS key exchange.
The NIST standardization process to create a new post-quantum public-key cryptography
standard brings together a collection of candidates we can use to address this issue. We
design, implement, and test post-quantum key exchange in TLS Handshake using these
algorithms. Operational security is also considered. Using the concept of Trusted Exe-
cution Environment (TEE) and propose a post-quantum HSM, which serves to separate
the unsecured and secured environment. Here we also take into account side-channel

resistance. The work analyzes and proposes solutions for several scenarios:
1. The post-quantum key exchange in TLS protocol
2. The post-quantum key exchange in TLS protocol in limited (IoT) devices
3. The post-quantum key exchange in TLS protocol using HSM module

4. Introducing the concept of the PQcube post-quantum HSM module, which includes

exchange, administration, and secure key usage.



We introduce a set of experiments that test our solutions. We list unique measurements
from the use of post-quantum key exchange in the TLS protocol in the scenarios mentioned
above. In this work we show that our solutions can be used in the real world, and we

prove this using various benchmarks.

Keywords: Post-quantum, TLS, IoT, Protocol, HSM
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Dizertacna praca: Bezpecna post-
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Vedtci zaverecnej prace: prof. Ing. Pavol Zajac, PhD.

Miesto a rok predlozenia prace: Bratislava 2022

Tato dizertacna praca sa zaobera problematikou bezpecnej post-kvantovej vymeny kltucov.
Blizsie sa zameriava na komunikacny protokol TLS a jeho bezpecnost v post-kvantovom
svete. Kvantové pocitace a algoritmy pre ne vyvinuté st schopné prelomit bezpecnost
aktudlne vyuzivanych mechanizmov na zabezpecenie dovernosti a integrity sprav. V praci
predstavujeme koncepty potrebné na pochopenie problematiky a vysvetlujeme, ako kvan-
tové technoldgie ohrozuji bezpecnost komunikicie. Opisujeme pouzivané kryptografické
protokoly, a hlavne protokol TLS, na ktory sa v praci zameriavame. Identifikujeme mech-
anizmy, ktoré treba vymenit na dosiahnutie post-kvantovej bezpecnosti pri probléme vy-
meny kltcov. Standardizaény proces NIST na vytvorenie nového post-kvantového stan-
dardu kryptografie s verejnym klicom priniesol niekolko vhodnych kandidatov, ktorych
vieme vyuzit na rieSenie tohoto problému. Navrhujeme, implementujeme a testujeme
post-kvantovi vymenu kluc¢ov v TLS Handshake s vyuzitim prave tychto algoritmov. V
praci zohladnujeme aj operacnu bezpecnost. Nasledujeme trend Trusted Execution En-
vironment (TEE) a navrhujeme koncept post-kvantového modulu HSM, ktory slizi na
oddelenie nezabezpeceného a zabezpeceného prostredia. Tu zohladnujeme aj odolnost
voci utokom s vyuzitim postrannych kandlov. Praca analyzuje a navrhuje riesenia pre

niekolko scenarov:

1. Post-kvantova vymena klucov v TLS protokole
2. Post-kvantova vymena klacov v TLS protokole v limitovanych (IoT) zaradeniach
3. Post-kvantova vymena klicov v TLS protokole za vyuzitia HSM modulu

4. Predstavenie konceptu post-kvantového HSM modulu PQcube, zahrnajiceho vy-

menu, spravu, aj bezpecné vyuzivanie klicov.



Prinasame sadu experimentov, ktoré nami navrhované a implementované riesenia testuju,
a prindsame jedinec¢né merania z vyuzitia post-kvantovej vymeny klicov v TLS protokole
v nasich scendroch. V praci ukazujeme, Ze nami navrhované riesenia je mozné vyuzit v

praxi a toto tvrdenie podkladame meraniami.

Klacové slova: Post-kvantova kryptografia, TLS, HSM, protokol, loT
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Introduction

New discoveries in the eld of quantum technologies [1], [2], [3], [4] show that quantum
computers are becoming reality. Quantum computers and application-speci ¢ quantum
hardware pose new threats to currently used cryptography [5], [6]. Whoever has quantum
technology can get access to state secrets, business-critical information, nancial trans-
actions, and read private messages. In order to prevent this from happening, we need
to replace cryptographic algorithms that we use today with more secure, post-quantum
ones.

In November 2017, NIST collected 69 "complete and proper" papers in the post-
guantum standardization process [7]. At the beginning of 2019, second-round candidates
for the NIST competition were published. At the time of writing this thesis, the nalists
of the third round are already known, and we are getting ready for a new public-key
cryptography standard.

In this work, we analyze the aspects of TLS protocol in a post-quantum setting and
propose our solution. The most common protocol responsible for security on the Internet
Is TLS. In August 2018, TLS version 1.3 was published. It is the most secure transport
layer protocol so far [8]. Nevertheless, it was not designed with a quantum computer in
mind.

The focus of this thesis is to examine and evaluate the possibilities of
making TLS key exchange secure in the post-quantum world.

This means we aim to design, implement and evaluate a post-quantum handshake pro-
tocol compatible with TLS. We prototype Hardware Security Module for post-quantum
public-key algorithms and use such a solution in the TLS setting. We should also have
in mind that the delays caused by Hardware Security Module in the post-quantum TLS
setting should be still tolerable.
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Research objectives
We can identify several objectives connected to the aim of our work. These are subgoals
we will follow when elaborating this research work:

N

We need to review the details of the TLS protocol, its mechanisms, and the structure
of its messages. We will identify aspects that can be reused and aspects that need
to be replaced.

We will search for possible replacement mechanisms for key exchange that should
resist quantum computers.

We will collect suitable TLS implementations for our experiments and choose the
best one for the practical aspect of our research.

We will design and implement a post-quantum key exchange mechanism in the TLS
context.

In designing a new TLS-like protocol, we will consider the growing world of IoT de-
vices. This should be projected into key exchange choices, as well as the architecture
of the new protocol.

We will nd available methods for ensuring operational security and implement the
chosen solution.

We will test our solution with a set of experiments to nd whether our solution is
suitable for use in practice.

Directly from our objectives, a few important questions have emerged. First is the
guestion of operational security. We need to consider not only the cryptoanalysts breaking
ciphers, but also the "line of least resistance” attackers. This includes malware obtaining
secret keys, monitoring cryptographic operations to leak some side-channel information,
etc.

Quantum-secure algorithms themselves require more memory space, more computa-
tional power, or/and more time. Symmetric cryptography needs longer keys and blocks,
public-key cryptography needs to be changed completely, and may have di erent chal-
lenges, e.g. enc/dec time ratio. Also, changes are required on the protocol level to
achieve our goal. This may result in a delays in communication establishment, a need for
memory space for the keys, and overall delays in communication. So, another important
aspect is the trade-o or the "cost" of post-quantum secure TLS protocol.

17



Overview of the thesis

The rst chapter presents the preliminaries. We describe post-quantum security, we
review the details of the TLS protocol, its mechanisms, and the structure of its messages.
We present operational security and similar research. We describe TLS implementations.
We found possible replacement mechanisms for key exchange that should resist quan-
tum computers in the NIST post-quantum standardization process and explained related
concepts.

The post-quantum level of security in TLS requires design changes. We present
those changes in the second chapter, together with possible candidates for key exchange
algorithms. We identify parts of TLS that can be reused and parts that need to be
replaced. We also consider limited devices and the growing world of 10T. We introduce
SEcube and our concept of post-quantum HSM to provide a higher level of operational
security. Also, we add an option to use of protected implementation of Kyber.

We chose the s2n implementation of TLS and modify it to support our experiments. In
the third chapter, we mention some of the implementation challenges that we encountered
to explain the artifact of our design research. We also describe the building blocks and
sources for the implementation of our study.

In the chapter four, we test and evaluate all components and steps of the post-
quantum TLS key agreement process. We show the successful post-quantum decryption
and key agreement on the host and HSM use. We also show successful symmetric cryp-
tography use in TLS Record protocol after post-quantum key exchange.

18



1 Preliminaries

This section presents the preliminaries required to understand our work. First, we present
state of the art of post-quantum security, and how are quantum machines threatening
currently used cryptography. Them, we focus on Transport Layer Security (TLS) cryp-
tographic protocol, a widely used cryptographic protocol for key exchange. Because we
want to explore the possibilities of a post-quantum secure key agreement, we need to
understand the details and mechanisms used in TLS now to nd new and more secure
ways to exchange keys. We also take a quick look at the situation in 10T devices to see
that it is also essential to nd post-quantum alternatives to cryptographic algorithms and
mechanisms in limited devices. Because we choose the TLS protocol for our research,
we provide an overview of current TLS implementations. Next, we explain the basic
principles of post-quantum public-key algorithms and NIST standardization process for
post-quantum public-key standards. We emphasize the importance of practical security,
and we describe the concept of running the code in a trusted environment. We present
hardware security modules, and nally, research similar to this thesis.
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1.1 Security in the post-quantum world

Since the rst ideas about quantum computing in the 1980s, scientists have been re-
searching new ways to use discoveries in physics for computing [1]. The excitement grew
even further in 1994, when Shor published an algorithm for integer factorization. At the
moment, we live on the edge of a new era. New results in the development of quantum
computers [2], [3], [4] will have severe consequences. With more computing power than
the adversaries have, new threads appear as well. Algorithms currently used to secure
information, especially for key exchange and digital signatures, are vulnerable to new
types of attacks that emerged with the development of quantum computers.

It is not important for this work to understand how a quantum computer works.
We can perceive it as a black box that is able to run specic algorithms. Two notable
publications impacted the world of cryptography so much that cryptographers started to
consider new replacements for currently used solutions:

1. Shor's algorithm , published in 1994 by Peter Shor [9], is a quantum computer
algorithm for prime factorization and discrete logarithms in polynomial time.

2. Lov Grover published a database search algorithm in 1996 [10]. One interesting con-
sequence is thatrover's algorithm is able to nd the n-bit key with complexity
20 jterations [11]. Note, that a conventional computer would nee@" ! iteration
to nd the same key.
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1.1.1 Impact on asymmetric cryptography

Most used public-key algorithms for key exchange or digital signatures are vulnerable to
guantum machines [5], [6]. Based on the integer factorization problem, the RSA cipher
Is the apparent victim of Shor's algorithm. Other commonly used public ciphers, Di e-
Hellman or its variant based on the elliptic curves over nite elds (ECDH). As mentioned

in [12], Shor's algorithm can also be used for computing discrete logarithms. And because
solving Di e-Hellman problem can be achieved by solving discrete logarithms [13], Di e-
Hellman is also not suitable for post-quantum usage. Proos and Zalka [14] have shown
that breaking cryptography based on elliptic curves is more straightforward than breaking
RSA.

1.1.2 Impact on symmetric cryptography

Symmetric ciphers are not entirely broken with Grover's algorithm. But the square root
speed up of brute-force attacks requires changing what is considered "secure". The Ad-
vanced Encryption Standard(AES) [15] is widely used for providing data con dentiality.
With Grover's algorithm in mind, the security level of AES-128 is lowered to 64-bit
(IO 2128 = 264 That means that AES settings with 128 bits or lower key length will no
longer be secure, and AES needs to be used with 192 or 256 bits for key sizes [16].
Applying Grover's algorithm on DES, however, brings its 56-bit security to only 185
iterations. 3DES is also not secure enough for the quantum world. Its 112-bit key is
lowered to 56-bit security, and that is not considered secure [17].

1.1.3 Impact on hash functions

Hash functions su ers from the same consequences from a quantum computer as sym-
metric cryptography. Grover's algorithm can be used to nd a collision using square root
speedup. Brassard et al.[18] showed that by creating a table of si%é_” together with
using Grover's algorithm, he can reduce the security level of hash functions three times.
That means that for hash functions we need at least 224-bit variants.

21



1.2 Transport Layer Security

TLS (formerly SSL) is probably the most important security protocol. TLS in version 1.3

is the newest protocol designed to secure transport layer communication. It is considered
the most secure and recommended to be used in internet communication [19]. Itis located
between the application and transport layer of the OSI model. It enables secure endpoint
communication, communicating party authentication, data integrity, and con dentiality.
TLS can be perceived as a tunnel where only endpoints can access data using cryptog-
raphy. Also, an adversary cannot modify data without detection after establishment. If
this happens, TLS will nd it and refuse the message. The server is always authenticated,
and the client is authenticated only optionally. As stated in [20], TLS uses two methods
for authentication: symmetric pre-shared key (PSK) or asymmetric cryptography (RSA
[21], ECDSA [22] or Edwards-curve Digital Signature Algorithm (EdDSA) [23]).

TLS protocol has several subroutines, the most important of which andandshake
and Recordprotocols. Each message is split into records, so every TLS packet starts with
a record header (even the handshake one). TLS record packet structure can be seen in
Figure 1.

Figure 1: TLS Record Packet

A handshake protocol handles authentication of both communicating parties, nego-
tiation of cryptographic parameters, and establishes a shared key.

Several communication messages are de ned in a handshake, each with its specic
name and structure. We explain both 1.2 and 1.3 handshakes in detail, as we need to
understand both to understand our solution for a post-quantum handshake. We focus
only on relevant elds for key establishment. Also, we explain TLS record protocol and
authenticated encryption concept.
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1.2.1 Authenticated Encryption with Associated Data

Many of the cryptographic protocols used in recent years (including TLS) use authenti-
cated encryption. Authenticated Encryption with Associated Data (AEAD) [24] is cryp-
tographic scheme where a symmetric cipher is used together with a cryptographic hash
function to provide authenticity and con dentiality of transmitted data. There are two
di erent AEAD for TLS 1.3 connections; AES-GCM and ChaCha20-Poly1305.

As described in [25] AEADs has two basic operations, "seal" and "open". The "seal"
operation require the following:

The plaintext (message).
A secret key.

An initialization vector (IV). It must be unique between invocations of the "seal"
operation with the same key; otherwise, the secrecy of the cipher is completely
compromised.

Optionally, we can add other non-private data. The data will be authenticated but
not encrypted. (AD in AEAD).

The TLS 1.3 removed all insecure options and ciphers and uses only ChaCha20 or
AES in GCM mode to produce a ciphertext of equal length. Based on the key and IV, it
hashes the ciphertext, additional data, and lengths. For hashing, Poly1305 or GHASH is
used. Hash is encrypted to create the nal MAC, and added to ciphertext. The "open”
operation is the same but reversed.
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1.2.2 Sub-protocols

1.2.2.1 Record TLS record protocol helps secure the application data using the keys
and parameters established in the handshake. As described in [26], TLS Record is respon-
sible not only for securing application data but also for verifying its integrity and origin.

It manages the following:

Dividing outgoing messages into manageable blocks and reassembling received mes-
sages.

In obsolete versions, TLS 1.2 and less, TLS record supported compression of these
outgoing blocks and decompression of received blocks. This feature was optional for
TLS 1.2, and in TLS 1.3 is not present.

In TLS 1.2, there were separate methods for:

-applying MAC to messages before sending, and verifying received messages
-encrypting transmitted blocks and decrypting received blocks

In TLS 1.3, all ciphers are considered as AEAD. AEAD functions turn plaintext
into authenticated ciphertext and back again. Each encrypted record consists of a
plaintext header followed by an encrypted body with optional padding.

When the protocol nishes, the outgoing encrypted message is sent to the Transmission
Control Protocol (TCP) layer for transport.
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1.2.2.2 TLS 1.2 handshake In the rst step, the client sends a list of supported
ciphers (cipher suiteg and other details in the message calle@lientHello. The packet
starts with record header information - type, version, and length (Figure 1). The Record
message payload consists of the client protocol version, 32 bytes of random client data,
an optional session ID to resume the previous session, a listagpher suites and a list

of compression methods. It nishes with an extension's length and a list of extensions.
ClientHello message details are shown in Figure 2.

Figure 2: TLS ClientHello Packet

The protocol type for a record is 16. Version number 03 01 (TLS 1.0) is used in
the record header of all TLS messages to preserve compatibility with older devices. The
Message typdor the ClientHello is 01, TLS protocol version is 03 03, (representing TLS
1.2). TLS 1.0 is represented by 3.1, TLS 1.1 is 3.2, etc.. Tlsession IDis used to resume
the session with the client from the previous connection. Thirty-two bytes ofandom
client data are used later in the handshake for a key derivation. A list ofipher suites
is ordered by client preference. In TLS 1.2, there are several options for the public key
system to be used in the communication. One option is to use RSA [21] system. In
TLS RSA, the client chooses a shared secret, then uses RSA to encrypt it with a server
public key and send it via a network. The other option is to use Di e-Hellman [27] key
agreement. In this scheme, each party publishes a binary sequence, then combines the
received one with their private sequence, and both parties have the same secret (Pre-
Master Secret). Extensions Lengthis the length of all other information that the client
wants to send (Server Name, Supported Groups, Signature Algorithms, etc.).

The server processes the message, selects the correct version of the TLS protocol, com-
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pression and encryption methods, and sends a ServerHello response as shown in Figure 3.
It again consists of record header information ( gure 1), handshake header - message type
and length of the ServerHello, server protocol version, random server data, an optional
session ID to resume a session, and a chosen sessipher suite a compression method
and extensions length and a list of extensions.

Figure 3: TLS ServerHello Packet

Message typdor a ServerHello is 02, TLS protocol version is 03 03, (representing TLS
1.2). This number can also be found irServer Version The session IDis again used
to resume the session with the client from the previous connection. Thirty-two bytes of
Server Random Dataare used later in the handshake for key derivation. The server selects
the cipher suite and sends it to the client. After sharing authentication information, the
server announces the end of the Hello process withSarver Hello Done

In the next phase, the client sends a ClientKeyExchange message that is either empty
or can contain a Pre-Master Secret or a public key, depending on the selected cipher. The
client and the server create a Master Secret from randomly chosen numbers and the
Pre-Master Secret. All other keys are computed from Master Secret.

The nal phase contains information that further communication will be encrypted.
The client sends the ChangeCipherSpec and Finished message, which is encrypted and
includes a MAC of a Finished message and a hash of all handshake messages. The server
tries to decrypt this message and verify the client's MAC and hash. If the veri cation is
not successful, the connection will be terminated. If the veri cation and decryption are
successful, the server sends the ChangeCipherSpec and Finished messages. The client will
decrypt and verify the message.
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Figure 4. TLS Handshake Diagram
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1.2.2.3 TLS 1.3 handshake Even if an attacker cannot gain access to encrypted
communication, he can record TLS handshake, as seen in Figure 4, and later gain access
to private keys, exploiting currently not known vulnerability. If the protocol is using the
same (long-term) private key for all sessions, an attacker is able to access con dential
data. Perfect Forward Secrecy is the ability of the cryptosystem to prevent that. TLS
1.2 and previous protocols use RSA [21] without Perfect Forward Secrecy. In TLS 1.3,
RSA is removed, and ephemeral Di e-Hellman [27] is the only key exchange mechanism
present. That means that long term private key is not used for key exchange, but only
for authentication. Di e-Hellman secrets are used only once, for one key exchange, and
then regenerated for the next session.

Because not all DH parameters are secure, TLS 1.3 restricted the parameters only
to secure ones. These changes resulted in a faster and simpler protocol, which is easier
to understand. TLS 1.3 abandoned the old concept @ipher suites The table of cipher
suites became too large because, throughout the years, each new entry in the table (e.qg.
new cipher) had to be combined with all the others (e.g. hash functions). Now TLS 1.3
uses three separate negotiations:

" AEAD + Hash (TLS 1.3 uses HMAC-based key derivation[28])
Key Exchange
Signature Algorithm

Figure 5 explains how new negotiations work in contrast to oldipher suitestables. Old
negotiation shows a set of combinations of cryptographic primitives in form ofpher suites
with underscore _ between each group (ciphers, key exchanges, and signature algorithms).
New negotiation has three sets for each group, and because they are negotiated separately,
we need much smaller sets.
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Figure 5. Cryptographic negotiations

All this leads us to an exciting result. As explained in section 1.2.2.2, two round
trips are needed to complete the TLS 1.2 handshake. TLS 1.3 does not require two round

trips, but only one. This cuts the encryption latency in half, resulting in a performance
boost. This can be seen in Figure 6.

Figure 6: TLS 1.3 handshake time reduction [29]

Now we explain the reason for the latency cuts in more detail. Because of a limited
set of choices for negotiation, the client sent a DH key in the rst message. The server
can learn the shared secret and send encrypted data one round-trip earlier. It is called
1-RTT mode. If the server does not support one of the keys from the client, the server
will send the HelloRetryRequest to let the client know which groups it supports. This
situation should be rare because the list of choices is short.

ClientHello The new ClientHello has the same structure as shown in Figure 2, with
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minor di erences. TLS protocol version is still 03 03 (representing TLS 1.2) because still
used middle-boxes have been programmed not to allow protocol versions that they do
not recognize. This eld is hard-coded, and the actual negotiation is in th&upported
Versions extension. The session ID is no longer needed because TLS 1.3 uses a di erent
mechanism for session resumes. Thipher suites eld is used for symmetric cryptography
only and has only two ciphers, AES (128, 256) [15] and ChaCha20 [30] in AEAD form.
Compression Methodsare no longer allowed in TLS 1.3, so ClientHello sends only null
value here. For agreement, public key algorithm negotiatioBupported Groupsextension

is used. The client sends an ordered list of supported elliptic curve (EC) cryptography.
Key Shareextension is used to send the client's public key. Supported Versions extension
indicates protocol version 03 04 (TLS 1.3).

ServerHello The server responds with itsServerHellg with the same structure as
shown in Figure 3. TLS protocol version is again 03 03 (TLS 1.2gupported Versions
extension then shows 03 04, assigned for TLS 1.3ession IDand Compression Method
are not used. The server chooses a speci ¢ cipher and a hash and includes it indipher
suite eld. The server calculates the keypair for key exchange and attaches its public
key in the Key Shareextension. Because th®ie Hellman key exchange is used, the
server already has the necessary secrets (client and server public keys) and calculates all
secrets that are needed. After the delivery dberverHellg the client has everything that
is required for computation and also starts the calculation. On both sites, ve keys and
two initialization vectors are calculated.

handshake secret used later for calculating application keys Rre-Master Secrek

client and server handshake tra ¢ secret- used in the end phase of a handshake
(messagd-inished) for veri cation.

client and server handshake key symmetric key used for rest of the handshake.

client and server handshake IV- Initialisation Vector (1V) for the rest of the hand-
shake.

The key exchange mechanism is now nished. Even though this is not the main
focus of our research, we can brie y mention other mechanisms of TLS 1.3 handshake.
Everything is now encrypted using the selected cipher.

The server sends one or more certi cates containing the identity, public key, and
third-party signature. The server will also send proof that its certi cate was linked with
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the public key sent for the handshake. Both the server and the client exchange handshake
termination messagesKinished). Both parties then compute the keys used for further
communication based on thénhandshake secret

client and server application key- symmetric keys for application data.

client and server application IV - Initialisation Vector for application data.

TLS 1.3 "remembers”. When a new connection is established with a server that the
client has not seen before, the handshake will be done as mentioned above. The so-called
0-RTT mode lets the client send encrypted data in the rst message to the server, with
no additional latency compared to unencrypted HTTP.

Of course, this comes with a trade-o. If an adversary captures O0-RTT data from
the client to the server, he can replay it, and the server may accept it. If the client wants
to avoid it, he should use a request that doesn't change the server state. For example, a
browser can protect HTTPS servers against replay attacks by only sending GET requests
in O-RTT. If state-changing requests are sent in a 0-RTT packet, TLS 1.3 includes the
elapsed time value in the session ticket. If the time is not valid, the server rejects it. We
will not discuss this further in our work.

Following the trend of simplicity, TLS 1.3 helps administrators and developers not to
miscon gure the protocol, and obsolete and insecure features of TLS 1.2 were removed.
More speci cally, SHA-1, RC4, DES, 3DES, AES-CBC, MD5, Arbitrary Di e-Hellman
groups, and others are vulnerable to speci c attacks.
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1.2.3 Comparison of SSL and TLS

TLS is relatively new, and some people may only be familiar with its predecessor, the ssl
protocol. For those who are familiar with SSL, but not with TLS protocol, we mention
the main di erences between these two protocols as mentioned in [31].

Alert Protocol was changed, 11 more message types with error descriptions have
been added, and one messagdpCerti cate, has been removed. If the client does not
have a certi cate to use, it can return an empty certi cate message. There are 23 alert
messages in TLS 1.3.

The new protocol implements a standardized Hash-based message authentication
code (HMAC) [32] that was already used in many other implementations. HMAC can
operate with any hash function, not just MD5 or SHA 1, as is explicitly stated by the SSL
protocol. SSL speci cally supports RSA, DH, and Fortezza/DMS:ipher suites Fortezza
is an information security system for PC Card-based security token, that was developed
by U.S. Government and was used for the Defense Message System. TLS has stopped
supporting Fortezza/DMS.

Before, SSL keys were generated from a combination of hash output, seleatgdher
suite, and parameter information (RSA, DH, or Fortezza/DMS output). TLS uses the
HMAC standard and its Pseudorandom Function (PRF) output to generate TLS keys. It
starts with the Pre-Master Secret to create the Master Secret. From Master Secret, all
other secret keys are generated.

In SSL, the Certi cateVerify message requires a complex procedure. With TLS, the
veri ed information is wholly contained in the handshake messages previously exchanged
during the session. SSL creates a Finished message in the same way as it generates key
material. Also, in TLS, the PRF output of the HMAC algorithm is used with the Master
Secret and either aclient nished or a server nished designation to create the Finished
message.
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1.3 Algorithms used in |0T security

There are many protocols used to secure 10T communication. But as we go deeper and
look at speci ¢ cryptographic algorithms they use, we can see that only a limited number
of ciphers are used in these protocols.

Authors of [33] mentioned the most important protocols used in IoT. For each layer,
we show the protocol and used relevant cryptographic algorithms:

Physical layer - As we see in [34], most of the protocols of the physical layer
(DASH7, LoRa) useAES128 [15] for providing con dentiality of the data.

" Data Link layer - the security is provided by IEEE 802.15.4 [35], which speci es
several cryptographic options, but all are based oAES [15].

Network Layer - IPsec protocol is a requirement for IPv6 - allowBi e-Hellman
ECDH [36], RSA [21], AES [15]. Another protocol of the network layer, 6LoW-
PAN protocol, only relies on the security of the transport layer [37].

Transport Layer - in the transport layer, we can mainly use two types of protocols,
TCP or UDP.

For TCP, security is provided by TLS, which in version 1.3 allowsAES [15]
and ephemerabDi e-Hellman  [27].

UDP is secured by DTLS or QUIC. These protocols allow using ephemeral
Die-Hellman  [27] for key exchange, andES [15] for data con dentiality.

Application Layer - CoAP protocol proposes to use DTLS to provide security,
and AMQP protocol uses TLS. Therefore the same algorithms can be used as in the
transport layer.

These algorithms are present in all protocols mentioned above: AES [15], RSA [21]
or Di e-Hellman [27] (or ECDH [36]). We can see that the situation in 10T is similar to
the situation in the internet protocol suite. We need to use a larger keyspace for AES
[15], and for public-key cryptography, we need to consider new algorithms.
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1.4 Post-quantum movement

As we discussed in section 1.1, quantum technologies are threatening public-key cryptogra-
phy, which calls for a new standard. Several public-key algorithms rely on other problems
(some even NP-complete) that could meet the requirements for the new standard.

1.4.1 Post-quantum algorithms principles

Post-quantum algorithms are based on di erent problems than traditional public key sys-
tems. They are based on an assumption that in practice it is impossible to solve problems
they are based on, without the key (even using a quantum computer). They don't rely on
the integer factorization problem nor the Di e-Hellman problem, but instead, they rely
on the following principles:

1.4.1.1 Lattice-based Lattice is a discrete subgroup of a nite-dimensional Euclidean
vector space. Lattice-based cryptography uses lattices for hiding information. The most
commonly used problems are the shortest vector problem, closest vector problem, learning
with errors, and variations of these problems.

1.4.1.2 Code-based It uses the hardness of the decoding problem. First, the message

is encoded as a code-word of a special linear code, then errors are arbitrarily added to
this message. The error-correcting codes are used to e ciently decode the message. The
error-correcting code (a private key of the system) is masked, and a seemingly random

code (public key) is used for encryption.

1.4.1.3 Multi-variate Multi-variate cryptography relies on the problem of solving a
system of multivariate quadratic polynomial equations and the isomorphism of polyno-
mials. It is used mostly for digital signatures.

1.4.1.4 Hash-based The usage of hash-based cryptography is currently limited to
digital signatures. A one-time signature scheme is used to sign the message, and the
Merkle tree structure is used to combine many one-time signature keys into a single data
structure. There is a drawback, the number of signatures that can be signed using the
corresponding set of private keys is limited.
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1.4.2 NIST

In response to the successes in quantum computing, NIST at PQCrypto 2016 [38] started
the standardization process of the post-quantum public-key algorithm and announced the

call for proposals. This new standard should contain the best candidates for key exchange
mechanisms as well as signatures. The rst round collected overall 64 candidates [7], which

are summarized in Table 1.

Signatures Encryption Total
Lattice-based 5 21 26
Code-based 2 17 19
Multivariate 7 2 9
Hash-based 3 3
Other 2 5 7
Total 19 45 64

Table 1: NIST post-quantum rst-round candidates distribution

Several candidates had to be removed because successful attacks against them were
found. In January 2019 second-round candidates were announced. The distribution of all
26 candidates can be found in Table 2.

Signatures Encryption Total
Lattice-based 3 9 12
Code-based 7 7
Multivariate 4 4
Hash-based 1 1
Other 1 1 2
Total 9 17 26

Table 2: NIST post-quantum second-round candidates distribution

In 2020, seven nalists were announced, together with 8 alternate candidates. The
rst group of nalists (Table 3) will be considered for a new standard. However, candidates
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from the second group (Table 4), may still be part of the new standard. Also, there were
some minor changes required for the nalists, due to the attacks found in [39] and [40].

Signatures Encryption Total
Lattice-based 2 3 5
Code-based 1 1
Multivariate 1
Total 3 4 7

Table 3: NIST post-quantum third-round candidates distribution

NIST also discussed intellectual property concerns, as some of the nalist and al-
ternate candidates are developed by private companies and the legal claims should be
cleared [41]. These aspects will also be taken into consideration, however, NIST has
signed a waiver of rights from submitting groups.

Signatures Encryption Total
Lattice-based 2 2
Code-based 2 2
Multivariate 1 1
Hash-based 1 1
Other 1 1 2
Total 3 5 8

Table 4: NIST post-quantum alternate third-round candidates distribution

There were several requirements for NIST candidates [41]. Along with the paper
submission, each candidate should include reference implementation and optimized im-
plementation. Optimized implementation targeted Intel x64 processor. The implementa-
tions also needed to be royalty-free. Thanks to these requirements, we were also able to
integrate the candidates into our work.

We explain two of the most crucial requirement concepts for our work. As our work
focuses on post-quantum secure key exchange, we will consider only encryption schemes.
Signatures would also need attention, but that is beyond the scope of this work.
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1.4.3 Key Encapsulation Mechanism

Key Encapsulation Mechanism (KEM) is a valuable tool to secure symmetric keys for
transmission with a public key algorithm. Instead of using traditional cryptographic
operations, key generation, encryption, and decryption, we have three slightly di erent
operations: keypair, encapsulation, and decapsulation. We can de ne them in the follow-
ing way:

N

(pk, sk) <- Keypair() - This function does not take any argument as an input,
other than implicit ones (more speci cally, security parameter or sizes and random
bits). It uses an underlying public-key-algorithm key generation to generate a public
key pk and a corresponding secret kegk

(c, K) <- Encaps( pk) - Besides implicit security parameters and random bits,
input pk represents the public key generated previously keypair operation. Encaps

generates a shared secrd&. Public key pk and underlying public-key-encryption

algorithm produce ciphertextc from shared secreK and output both ¢ and K.

(K )<-Decaps( c, sk) - Based on the input secret keysk, the algorithm decrypts
the ciphertext input c to get the shared secret outpuK.

An trivial demonstration of creating a key encapsulation mechanism from standard
public-key encryption is provided in Figure 7. We use notationutputs < function (inputs)
to indicate inputs and outputs to function.

Figure 7: KEM conversion using Public Key Encryption

The usage of the key encapsulation mechanism is demonstrated in Figure 8. We use
= to indicate key derivation. As we can see, both communicating sides (Alice and Bob)
share the same key after one round trip. The rst message contains a public key and thus

37



does not contain any con dential information. The second message contains ciphertext,
an encrypted key using a public key cipher.

Figure 8: Key exchange using KEM

The requirements in[41] state that the submitting groups of the encryption schemes
can choose between providing the implementation in public-key encryption form or KEM
form. NIST also may apply standard conversion techniques to convert between them. As
a result, all nalists of the third round have the implementation in KEM form.
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1.4.4 Security Strength Categories

NIST call for proposals [41] stated several requirements. One such requirement was that
the parameters of the individual cryptosystems should be chosen to allow a comparison
of the candidates. NIST created ve security categories that should be an etalon for the
parameters of each candidate. Any attack that breaks the relevant security de nition
must require computational resources comparable to or greater than those required for
the representative of the category:

N

First category was de ned by a key search on a block cipher with a 128-bit key (e.g.
AES128 [15]).

Second category was de ned by a collision search on a 256-bit hash function (e.g.
SHA256/ SHA3-256 [42]).

Third category was again de ned with a key search on a block cipher, but with a
192-bit key (e.g. AES192 [15]).

Fourth category was de ned by a collision search on a 384-bit hash function (e.g.
SHA384/ SHA3-384 [42])

Fifth category was once again de ned with a key search on a block cipher, with a
256-bit key (e.g. AES 256 [15])

These categories can be used to create performance comparisons between submitted
candidates so that the comparison would be made with parameters of comparable security
levels. This also helps to understand the security/performance trade-o in each candidate.
As the chain is only as strong as the weakest link, this may also help with the decisions
of how strong symmetric cryptography components of the system should be. If we are
aiming for post-quantum security in AES [15], we use a 256-bit key, so we need to use
category ve. This is also applicable for our design.
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1.5 TLS Implementations

TLS is a cryptographic protocol. It is a standard that de nes the principles and processes
of secure communication between two parties, with precisely de ned messages. These def-
initions have various implementations that put the processes de ned in the standard into
practice. For its undeniable security bene ts, open-source implementations are prevalent.
In this section, we compare some of the most notable implementations used on the servers
and in the clients' browsers. Later on, we used some of them for our experiments.

1.5.1 OpenSSL

The OpenSSL project [43] started in 1998. It is a general-purpose cryptographic library
written in C language. The OpenSSL toolkit is licensed under an Apache-style license, al-
lowing developers to use it for commercial and non-commercial purposes subject to simple
license conditions. OpenSSL is widely used, including SSL and TLS implementations up
to TLS 1.3. This library is part of many software projects because it serves as a reliable
collection of implementations of cryptographic algorithms also for purposes other than se-
curing the transport layer. Because of the reliability of the open-source design, OpenSSL
has become the basis for many other TLS implementations. OpenSSL is developed for
Unix-like systems and Windows.

1.5.2 LibreSSL and BoringSSL

Both of the libraries are forks of OpenSSL. LibreSSL [44] by OpenBSD was forked as a
response to the Heartbleed security vulnerability. Google forked BoringSSL to meet their
needs. BoringSSL [45] is used in Chrome and Android. It is also a basis of Google's Tink
cryptographic API.

1.5.3 NSS

Network Security Services (NSS) [46] is a set of libraries in the C language. NSS also
includes other security features, providing complete TLS implementation with required
cryptographic tools. It is developed by Mozilla, and following the company's policy, it is
open source. NSS is not OpenSSL based. It uses libraries developed by Netscape when
they invented the SSL protocol. NSS is used in Mozilla Firefox.

1.54 s2n

The s2n [47] is another open-source implementation that is a much clearer version of the
OpenSSL. TLS part is less than 10% long in terms of lines of the code than original
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TLS in OpenSSL, thus it is much easier to review and comprehend the mechanisms in the
library. The developer can choose between OpenSSL, BoringSSL, or LibreSSL libraries for

cryptographic primitives. It is developed by Amazon Web Services in the C99 language.
s2n is used in Amazon S3 services.

1.5.5 Mbed TLS and wolfSSL

Both are open-source libraries developed for limited devices. They are small, readable,
portable TLS implementation for embedded devices under 64 KB of RAM. Mbed TLS
[48] is developed by the community under ARM, and wolfSSL[49] is developed by the
wolfSSL company.
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1.6 Operational Security

When designing a security system, we need to consider more than analytical proofs pro-
vided in submission papers of KEMs, or security provided by the strictly de ned structure
of messages in protocols. Even if the design and components are theoretically analyzed,
it may not be su cient, as we have seen in the past. Heartbleed OpenSSL vulnerability
[50] or OpenSSL's timing attacks on the underpinning ciphers [51] are a great example
that even projects as big as OpenSSL can be vulnerable to unexpected behavior or bugs.
Operational security can be perceived at various levels. The security threats can be
then structured as de ned in [52].

High level - The protocol implementation is deviating from the design due to
logical bugs.

Medium level - The protocol implementation seems to follow its design, but still,
the attacks reach their target (attacking execution runtime instead of the protocol's
implementation).

Low level - Threats are originating from programming bugs (exploiting arithmetic
over ows, invalid pointer references, etc.).

Hardware level - If the manufacturer of the hardware is not reliable or if side-
channel attacks were found.

We can avoid high-level threats by strictly following the design (veri cation). Also,
we need to implement secure coding practices to avoid low-level threats. We will discuss
medium-level and hardware-level threats countermeasures in the following sections.
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1.7 Side-channel attacks

In order to plaintext without using a key, cryptanalysis often examines the hardware or
software properties of a particular implementation of a cryptographic algorithm. Side-
channel attacks arehardware-level attacks. They are practical attacks that take ad-
vantage physical characteristics of the device during its operation. Those physical char-
acteristics include power consumption, electromagnetic radiation, execution time, light
emissions, and acoustic or heat emanations. Attackers can exploit hardware-level vul-
nerabilities if di erent inputs to the cryptographic system produce di erent outputs in
measuring those physical characteristics.

Mainly, we can recognize two types of attacks [53]:

Active attacks - they require the adversary to act directly on the device. He is able
to change the messages, the behavior of the algorithm or device to modify or get
more information.

Passive attacks - they come from an adversary who is only "listening” to the com-
munication. In passive attacks, the adversary is not able to send or alter messages,
nor directly alter the device.

When using cryptographic devices, we can adopt another point of view for attacks
from [54]:

Invasive attacks - they require an attacker to have direct access to the device. The
attacker alters the device physically. He may open the device and expose internal
parts.

Non-invasive attacks - on the other side, non-invasive do not require any device
preparations before the attack. With this type of attack, the device is not damaged.

43



1.8 Trusted environment

To provide the mitigation against medium-level threads, a trusted environment can
be used. By trusted environment, we mean the generalization of Trusted Execution
Environment in the sense of the de nition from [55]:

De nition 1.1 (TEE) Trusted Execution Environment (TEE) is a tamper-resistant pro-
cessing environment that runs on a separation kernel. It guarantees the authenticity of
the executed code, the integrity of the runtime states (e.g. CPU registers, memory, and
sensitive 1/0), and the con dentiality of its code, data and runtime states stored on per-
sistent memory. In addition, it shall be able to provide a remote attestation that proves
its trustworthiness for third parties. The content of TEE is not static; it can be securely
updated. The TEE resists all software attacks and the physical attacks performed on the
main memory of the system. Attacks performed by exploiting backdoor security aws are
not possible.

This de nition requires a separation kernel on the system. In [56], National Security
Agency (NSA) de nes a separation kernel as follows:

De nition 1.2 (separation kernel) A separation kernel is a hardware and/or rmware
and/or software mechanisms whose primary function is to establish, isolate and separate
multiple partitions and control information ow between the subjects and exported re-
sources allocated to those partitions.

In that light, we can view TEE as an abstraction of hardware security modules.

1.8.1 Hardware security modules

The idea of a Hardware security module (HSM) comes from the concept of a Trusted
Platform Module (TPM) [57]. TPM is a microcontroller able to store keys, passwords, or
certi cates securely. It supports several cryptographic algorithms, including RSA, SHA-1,
HMAC, and also ECC, (TPM 2.0). Itis possible to generate and store the keys but not to
compute any other cryptographic operations. That is where the HSM comes in. HSM is a
special device that generates and stores the keys and performs encryption and decryption,
signing, veri cation, and other cryptographic functions. Several manufacturers produce
di erent hardware devices. The modules can be developed in Java, C, and other languages.
Because it is not as strictly de ned as TPM, HSMs are certi ed with standards such as
Common Criteria or FIPS140.
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When we use HSM, we usually trust it completely. In cryptography, we use the
term Root of Trust (RoT) for a source that can always be trusted within the whole
cryptographic system's scope.

Typical uses of HSM include payment cards, cryptocurrency wallets, and TLS connec-
tions to accelerate cryptographic operations [58]. The bene ts of using HSM in TLS not
only include speedups but mainly the separation of the critical code segments execution
into the trusted environment (RoT).

Figure 9: Isolation of critical functions into HSM

In Figure 9, we illustrated the situation where malware infected the host computer.
If HSM is used for all cryptographic functions and key storage, the malware cannot see
the keys or interfere with critical operations.
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1.9 Similar e orts and related projects

The topic of designing a post-quantum-secure key exchange is very complex. The focus
of this research is large, even with the help of the structure provided by the TLS protocol
or other mechanisms described above. However, there is a lot of research in this eld, and
we mention several important research works and articles focusing on problems that are
close to our own research. All this research is very recent and in continuous development,
which sometimes made our work easier and sometimes more di cult. We present state
of the art research in post-quantum algorithms library, post-quantum TLS prototyping,
and post-quantum algorithms suitable for limited devices. In our work, we make use of
some of the presented discoveries and implementations - rst to provide an overview of
the state-of-the-art and later to rely on them when creating our own implementation.

1.9.1 PQClean

PQClean is a collection otleanimplementation of post-quantum schemes participating in
the NIST post-quantum competition. The repository includes standalone implementation
of all nalists of the third round and alternate candidates. The previous version also
included candidates from the second round. Each scheme has its own original license,
speci ed in separate les. The rest of the code, as well as tests, are open-source. Clean
implementations must be buildable under Linux, macOS, and Windows must follow KEM
API, are implemented in standard C99, and meet several other requirements.

1.9.2 Open Quantum Safe

Open Quantum Safe (OQS) Project [59] started in 2019. It is an open-source project
that focuses on post-quantum cryptography implementations and their applications. It
is strongly connected to the NIST PQC standardization project, so they work with new
standard candidates.

libogs is an open-source library, the rst child of the OQS project. They collected
post-quantum candidates in the form of a C library, following these principles:

Open source . The library itself was released under the MIT License. Even so,
it incorporates some external components which use a di erent license. It is fully
open-source.

Multi-platform . The library supports x86 and ARM architectures, most of the
compilers, and all main operating systems (Linux, macOS, and Windows)
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Common API . The library incorporated the NIST requirement to provide a com-
mon API for all submissions.

Testing and benchmarking . The library includes the tests and performance
comparisons.

Application integrations . the library cooperates with its applications, including
TLS, SSH, X.509, etc.

Language wrappers . The library provides wrappers for other programming lan-
guages.

The library contains all third-round candidates from the NIST standardization e ort,
nalists, and alternate algorithms. Some implementations are reused from the PQClean
project.

0OQS-OpenSSL is another exciting product of the OQS project. It implements post-
quantum and hybrid key exchange and post-quantum public-key authentication in TLS
1.3. More precisely, it is the integration of the libogs into OpenSSL.

Because the current architecture of OpenSSL does not allow to change key exchange
mechanism easily, the architecture is changing in OpenSSL 3.0. OQS also brings a provider
for a new concept of OpenSSL to enable post-quantum key exchange. This is still a work
in progress.

OpenSSL has the concept of engines to allow new ciphers. Similarly to our previous
research, [60], where we created a post-quantum OpenSSL engine in 2017, implementing
McEliece code-based cipher, OQS project created OQS-Engine that integrates KEMs from
libgos.

1.9.3 OpenSSLNTRU

Similar research to OQS-OpenSSL is the OpenSSLNTRU [61]. The authors proposed
changes to the openssl library to allow post-quantum key exchange and created an OpenSSL
engine that integrated NTRU (engNTRU). They managed to get a faster handshake than
any other software included in OpenSSL.

1.9.4 Post-quantum algorithms prototyping in TLS

Similarly to this work and the work of OQS project, Douglas Stebila (from OQS project)
et al. [62] introduced post-quantum (hybrid) key exchange in TLS. Along with the ex-
periments in OpenSSL (TLS 1.3 and TLS 1.2), they used s2n implementation from AWS.
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They integrated two NIST candidates, BIKE-L1 and SIKEp503, from the rst round into
s2n in TLS version 1.2.

They experimented not only with TLS but also with SSH protocol. OpenSSL and
OpenSSH use libogs library from OQS project to implement post-quantum KEMSs.

1.9.5 Post-Quantum TLS 1.3 on Embedded Systems

Very recently, another similar research [63] was published. The authors focused on post-
quantum TLS 1.3 for embedded systems. They integrated and benchmarked Kyber,
Saber, Dilithium, and Falcon into the wolfSSL TLS 1.3 with a focus on ARM Cortex-
M4 NUCLEO-F439ZI. They found that in some cases, the post-quantum handshakes
were faster compared to ECDHE. They also included memory consumption of integrated
candidates.

1.9.6 Post-Quantum TLS Without Handshake Signatures

Recently, Schwabe et al. in [64] did similar research to this work, but with a focus on
authentication. They had designed and implemented a post-quantum TLS alternative to
TLS 1.3 in Rustls, a TLS library written in Rust. They use KEMs instead of signatures
for server authentication. As post-quantum public keys and signatures tend to be large,
they decided to use only pre-distributed KEM keypair. They managed to reduce server
CPU cycles by almost 90% compared to TLS 1.3. In their model, the server generated a
KEM keypair once, serving for authentication. The keypair for a handshake is generated
by the client.

1.9.7 pgm4

This is a very useful project for all who want to integrate post-quantum cryptography
onto the ARM Cortex-M4 family of microcontrollers. The pgm4 is a library that pro-
vides the implementation of post-quantum NIST candidates for Cortex-M4 and specic
optimizations, if available. Along with Cortex-M4 speci ¢ implementation, there is also
PQClean one, reference implementation submitted to NIST, and optimized implementa-
tion in plain C for x86. In the publication [65], performance comparisons of KEMs and
signature schemes tested on the STM32 Cortex-M4 chip are also provided. This GitHub
repository contains python tests and benchmarks. Similarly to PQClean, each candidate
has its license, and the rest of the code is open source.
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2

Designing post-quantum-handshake key
exchange

We propose a new solution to enhance the security of TLS communication, to match

the state-of-the-art research. Taking into consideration the concepts we explained in the

previous chapter; we can divide the requirements of a new design into several categories:

N

Post-Quantum - TLS-like communication protocol should use only quantum-computer-
resistant cryptography. That includes the key sizes for symmetric cryptography and
the choice of public-key algorithms.

Limited devices friendly - New protocol should be designed with limited devices
in mind. The choice of algorithms and implementation of the algorithms should
consider the limitations of these devices. Also, the protocol's design should have an
option for devices with limited resources.

Operational security - Along with the theoretical security of algorithms and pro-
tocols, we have to consider countermeasures for practical attacks. That includes
side-channel attack resistance in the choice of implementations and separation of
critical computation to the trusted environment.

E ectiveness - The mechanisms used in our research require more resources, intro-
ducing the delay compared to the security mechanism used today. Irregardless of
that, the choice of algorithms and their implementations should be aiming for a
reasonable delay.

This work introduces the concept of TLS-like protocol, which is quantum-resistant

and uses the physical separation of critical data and computations using HSM. Naturally,
we introduce the delay due to communication with HSM, usage of post-quantum cryptog-
raphy algorithms, and limitations resulting from the limits of the resources of HSM. It is

the price we pay for enhancing security, resulting in limited use of such design. There are

still some applications that may require such trade-o s, such as large nance operations

or sensitive data operations. Our design also considers scenarios with limited clients.

In the following sections, we present the phases, concepts, and building blocks of our

design.
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2.1 Post-quantum algorithms replacing RSA/DH

When building a robust quantum-resistant mechanism for key exchange, an essential

aspect is the choice of a public key algorithm. The selection of the algorithms is greatly

facilitated by the NIST standardization process, which we described in section 1.4.2. We

are interested in the nalists, i.e. the candidates that made it to the third round of
the process. In [66], NIST reported the chosen candidates for the third round of the
standardization process. The selected nalists are Classic McEliece [67], CRYSTALS-
KYBER [68], NTRU [69], and SABER [70]. We decided to use those NIST-selected
nalists in our implementations and experiments in our work.

N

Classic MckEliece falls into the code-based candidates category. Its strong point is
that the McEliece cryptosystem has been available since 1979. Since then, it has
not been broken; moreover, several modern improvements (for e ciency and CCA
security) have been implemented. The downside of this candidate is the size of the
public keys. On the other hand, the ciphertext is the smallest of all candidates.
That may suit some speci ¢ applications, so NIST has chosen it as a nalist.

CRYSTALS-KYBER relies on Module Learning With Errors problem (lattice-based).

It uses Number theoretic transform (NTT) (Fourier transform in a nite eld) for
polynomial multiplication (more on NTT in section 3.6). The evaluated perfor-
mance results are a good compromise for all aspects (sizes, speed). According to
NIST, this puts CRYSTALS-KYBER in the top one position, but there is still work

to do.

NTRU is another lattice-based candidate. It is a widely analyzed scheme and has
been standardized in several cases, e.g. IEEE 1363.1-2008 or ANSI X9.98-2010
(R2017). NIST wants NTRU to be a part of the standard to provide more diversity
instead of a single point of failure (it is not based on the same problem as other
lattice-based candidates). Because of that and its long history, it proceeded to the
third round as a nalist.

SABER is another Module Learning With Errors candidate; more precisely, its
Module Learning With Rounding variation. SABER has good performance results,
which helped it become one of the nalists in the third round.
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2.2 Decoding problem

Code-based cryptography relies on the hardness of decoding a general linear code. An
error-correcting code (able to correct errors) is selected as a secret (private key) for which
an e cient decoding algorithm is known. The generator matrixG of error-correcting code

Is hidden by two randomly selected invertible matrice$ and P to produce a general linear
code. When the error is introduced to the code-word in general linear code, it is hard to
decode it unlesss is known.

2.3 NTRU

NTRU has its own lattice-based problem. The simple NTRU problem relies on the hard-
ness of factoring multiplication of polynomials in a truncated ringR = Z[x]=XN 1. Poly-
nomials have integer coe cients and the greatest possible degree 1. Also, integer g
(power of 2) is chosen as a parameter.

Two polynomialsf and g are picked fromR, with coe cientsin  1;0; 1 most of them
are zero. Public informationh is again polynomial fromR, such that

h f =3g modqg

Private information is f and f3, wheref fz;=1 mod 3
The messagen is hidden with random polynomialr from R in following way:

c=r h+m modq
With unknown f , it is hard to compute
a=f c=f (r h+m)=r 3g+f m modq

We can then obtain the message as = a f3; mod 3 with private f and f .
This can be rewritten to a version of the lattice Shortest vector problem. More on
this can be found in [71].

2.4 II_WE, LWR, module-LWE, and module-LWR prob-
em

In this chapter, we present the concepts of several lattice-based candidates problems. The
de nitions are adapted from [72].

We can formulate the Learning With Errors (LWE) problem as a problem to dis-
tinguish between uniformly random samples frontlJ(Z[q 1 Z,) and the same number of
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samples(a; b of the form
(ab=a's+e2Z, ' Z;

wheres 2 Z'q lis a xed secret vector,a U(Z'q 1) are freshly uniformly random
vectors ande u(Zy) are fresh and small error terms sampled from an appropriate error
distribution.

The Learning With Rounding (LWR) problem is similar to LWE, but the errors come
from rounding. It can be de ned as distinguishing samples of the form:

(a;b= bz(aTs)e) 2z, Zg

from the same number of samples froth(Z'q 1 Z,) for a xed secret vectors 2
u(Zy 1), and a fresh uniform random vectors a.
In module LWE and LWR, the elements are now polynomials ilRq = Zq=(Xx" + 1),
not integers.
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2.5 Basic post-quantum TLS Handshake concept

When designing a quantum-resistant TLS-like protocol, we start from the most recent
TLS protocol versions. The rst idea was to begin with TLS 1.3, as it is the newest
and most secure version of the transport layer security. However, Di e-Hellman is not
secure against quantum computers, and we can no longer use it for key exchange in the
Handshake process, communicating sides cannot "meet in the middle". We also need
to modify the messages, or more speci cally, the extensions. The simple idea is to use
post-quantum KEM instead of Di e-Hellman. The client sends an ephemeral public key,

a server creates a keying material (PMS), encrypts it with the client's public key, and
sends the ciphertext back to the client. Both sites can now use kdf to produce all keys
for TLS (handshake, record, server, client). We refer to this situation as pqTLS protocol.
The representative model in Figure 10 is simpli ed. It neglects the rest of the messages
not important for key exchange, and authentication, as that is outside the scope of our
research.
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Figure 10: Basic pqTLS concept

As shown in Figure 10, such pqTLS may take only two roundtrips, the same as in
TLS 1.3. In dierence to TLS 1.2 with RSA or previous versions, the client sends the
public key in the rst message. The "di cult” part of the process, the key generation, is
now on the client side. This may have several consequences:

For lightweight devices, it may be impossible to do such computation. We need to
add an option for sending a "not possible" message and change the roles of the client
and the server in the protocol. This results in a similar protocol to TLS 1.2 with
RSA key exchange.

If the server doesn't support a speci c cipher (for which the client generated a public
key), the server needs to send a "supported public keys" message. The other option
is that the client sends a list of "supported public keys" and its own public key in a
ClientHello message. If the server doesn't support the client's public key, the server
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knows which public key can be used and sends its own public key. The roles would
be switched similar to the above.

Because the "hard" part is not made on the server, the protocol is more resistant to
Denial-of-service (DoS).

In the following subsections, we look into the speci c messages in pqTLS -Handshake
relating to the key exchange. For simplicity, some of the details of TLS are skipped here,
but they would need to be considered in a real-world scenario (e.g. certi cate, verify, and

nished messages). For certi cates, we can use post-quantum signature NIST candidates.
For post-quantum KEM, we consider the NIST candidates mentioned in the sections

above. More formal speci cation of pgTLS can be found in algorithm 1.

2.5.1 Client-side pre-computation

The client starts with calculating a keypair (private and public key) with default KEM.
The client can generate more key pairs, one for each KEM that the client supports.
However, this is not advised, as the message length may be too long.

2.5.2 ClientHello

The client sends the information structured in the ClientHello message, as shown in Figure
2. The changes to allow post-quantum key exchange are mainly in extensiokgy Share
extension is used for sending a list of client public keys (of one or more di erent KEM keys
generated in pre-computation). The server can use one in the key exchangeipported
Groups extension is no longer needed. Instead, tf&upported KEMsextension is used for
listing all KEMs that the client supports. Supported Versionsextension indicates protocol
version 03 05 (pqTLS). The rest of the ClientHello can stay as it is in TLS 1.3. The packet
structure of ClientHello extensions required for post-quantum key exchange can be seen
in Figure 11.

55



Algorithm 1 pqTLS

Client :

TLS. ( TLS version (pgTLS)

for all supported_kemsdo
(pk;sk) ( KEM:KeyPair ()
KEMs+= (KEM, pk)

end while

ClientHello ( TLS;;KEMs

Client sendsClientHello to Server

Server :
TLSs ( TLS version (pg3TLS)
while KEMs]i] is not supported do
KEM=KEMSsJi].KEM
pk=KEMSsJi].pk
i++
end while
(c;PMS) (  KEM:Encaps (pk)
ServerHello( TLSg;c;KEM
Server sendsServerHello to Client

Client :
(PMS) ( KEMs:Decaps(c; sk)
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Figure 11: pqTLS ClientHello Extensions Packet

2.5.3 Server-side pre-computation

The server will use the public key from ClientHello, and the corresponding KEMncaps
operation to create a cryptogram and a symmetric secret. The server now can compute
other keys using symmetric secret as PMS. The Master Secret is produced using the
pbkdf2 key derivation function, with PMS as password, anctlient random concatenated
with server randomas a salt. OWASP recommended using 310000 iterations for PBKDF2-
HMAC-SHA256 [73]. Server and Client key are generated similarly with Master Secret as
a password and again client random concatenated with server random as a sahkdf2

is also used to produce implicit server Initialisation Vector (V) withserver randomas a
password, andclient random as a salt, and vice-versa for client IV. Server key and server
IV are used for encryption on the server side and decryption on the client side. Client key
and client IV are used for encryption on the client side and decryption on the server side.
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2.5.4 ServerHello

The server sends the information structured in a ServerHello (gure 3). It is similar to
TLS 1.3, except for a few extensionsSupported Versionsextension has protocol version
03 05 (pqTLS). Key Shareextension is now used to transport encrypted symmetric se-
crets. After receiving ServerHello, the client can also compute all the keys and IVs using
symmetric secret as PMS. The packet structure of ServerHello extensions required for
post-quantum key exchange can be seen in Figure 12.

Figure 12: pgTLS ServerHello Extensions Packet

58



2.6 Post-quantum TLS for limited devices

As discussed earlier, some post-quantum KEMs may not be suitable for limited devices
(e.g. Classic McEliece due to the size of public keys). Even if they were, the computational
complexity of some operations may be so large, that computation may not be feasible or
would be signi cantly slower on a limited device than on the server. This is why we
present another option. If a limited client needs to use a KEM with a costhkeypair
operation, it can send the information about it in the rst message. In practice, we can
understand this scenario as the protocol with new messages, presented in Figure 13. The
client asks for a connection with the rst message. The server generates the key pair
and sends it to the client. The client does only one KEM operatiorencaps The client
saves generated Pre-Master Secret and sends the ciphertext to the server. The server now
decapsulates PMS, and both sides share the same secret.

Figure 13: pglimTLS concept
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We explain each message in more detail below. We can see that we need one extra
message, but it may be faster than waiting for a limited device to perform complex
computations. We refer to this situation as pglimTLS protocol. More formal speci cation
of the protocol can be found in Algorithm 2.

Algorithm 2 pglimTLS
Client :

TLS. ( TLS version (pglimTLS)
KEMs ( supported kems
ClientHello ( TLS¢;KEMs
Client sendsClientHello to Server

Server:

TLSs ( TLS version (pg3TLS)

while KEMSsJi] is not supported do
KEM=KEMSJ[i++]

end while

(pk;sk) ( KEM:KeyPair ()

ServerHello( TLSg KEM

Server sendsServerHello to Client

Client :

(c;PMS) (  KEM:Encaps (pk)
ClientkeyExchange( c

Client sendsClientKeyExchange to Server

Server:
(PMS) ( KEMs:Decaps(c; sk)

2.6.1 ClientHello

Here we refer to Figure 2 for the ClientHello message structure. We need to make a
new ClientHello similar to the TLS 1.2 one.Key Share or Supported Groupsextension
is no longer used.Supported KEMsextension indicates which post-quantum KEMs will
be used for key exchange. A list of all supported KEMs is sent. Supported Versions
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extension indicates protocol version 03 06 (pglimTLS). The packet structure of ClientHello
extensions required for post-quantum key exchange can be seen in Figure 14.

Figure 14: pglimTLS ClientHello Extensions Packet

2.6.2 Server-side Pre-computation

After receiving ClientHello, the server chooses one of the client's supported KEMs and
generates private and public keys using the KEN&keypair operation.

2.6.3 ServerHello

In Figure 3, we can see the mandatory attributes of the ServerHello. Mostly, it is identical
to TLS 1.3, but we need to change the extensions. Supported Versions extension indicates
protocol version 03 06 (pglimTLS). Key Shareextension is used to transport the server
public key for key exchange. The packet structure of ServerHello extensions required for
post-quantum key exchange can be seen in Figure 15.

Figure 15: pglimTLS ServerHello Extensions Packet
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2.6.4 Client-side Pre-computation

After receiving ServerHello, with the use of the public key, a client generates a cryp-
togram and symmetric secret using encaps operation corresponding to KEM speci ed in
ServerHello.

2.6.5 Client Key Exchange

Now we need one extra message in contrast to TLS 1.3. We can use TLS 1.2 Client Key
Exchange message to transport encrypted symmetric secret (cryptogram). This message
consists of a record and a handshake header as in other handshake messages, key length
(in our case, length of the cryptogram), and key data (cryptogram). After receiving Client

Key Exchange, Server uses decaps operation with a previously generated private key to
decapsulate the cryptogram into the symmetric secret. The packet structure of our Client
Key Exchange message can be seen in Figure 16.

Figure 16: Client Key Exchange Packet

2.6.6 Dierences between pgTLS and pglimTLS

The main di erence between pqTLS and pqglimTLS is that the client and server switched
roles in the key exchange. In pgTLS, the client can start with the KeyPair operation
before the rst message, and ClientHello contains a public key. In pglimTLS, the client
just asks for connection, and the server starts with KeyPair operation. Similarly, Encaps
and Decaps operations are switched between the client and server. As we can see from
Figures 10 and 13, one extra message is required for pglimTLS. We believe that even with
one extra message, the bene t of doing complex operations on the server side, instead of
a limited device is going to be more signi cant than the delay resulting from one extra
handshake message.
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2.7 Post-quantum authentication

TLS 1.3 uses signatures to provide authentication in a standard way. The server sends the
certi cate and signature in a ServerHello message. The client then veri es it and decides
if it should be trusted. If the server sent a Certi cate Request along with the ServerHello,
then the client also sends the certi cate, together with the Finished message. This model
is widely analyzed [20] [74]. We can do the same in a post-quantum scenario, but we can
use a post-quantum signature scheme instead of ECDSA [22] / EADSA [23] or RSA [21]
authentication (from the NIST standardization process).

However, this is not the only way of providing authentication. The authentication
can be achieved by successful decryption of the challenge. This type of authentication was
presented in a protocol in work [75]. It uses DH key exchange for authentication. This
Is widely used nowadays, for example, in Signal [76], or Noise [77]. This idea and other
improvements were concluded in the work [64], where post-quantum KEM was used for
key exchange and authentication. The idea is described in the following paragraph.

The static long-term server's public key would be sent in the certi cate with the
ServerHello message. After receiving, a client would encapsulate challenge value using
post-quantum encapsulate KEM operation with the server's public key. The challenge
value is incorporated in key derivation to generate keys for client and server nished
messages. The ciphertext is then sent to the server with the Client Finished message, also
containing the HMAC of the client nished key. The server decapsulates it and produces
the same set of nished keys. If HMAC veri cation fails, the server aborts the protocol
run. The server sends HMAC of server nished key along with server nished message.
The client also veri es it and aborts the process if veri cation fails.

The results [64] show that this can save CPU time. However, it also adds one more
message to the TLS handshake. This idea can also be used for our system to add au-
thentication. The interesting thing when incorporating this scheme into our concept for
limited devices is this; one extra message needed for authentication can be integrated
into our Client Key Exchange message. Also, the combination of this kind of authentica-
tion and our proposal for limited devices does not require di cult operations performed
on the client side. The client uses KEM encapsulate message twice, once with a server
public key for authentication and once with a public key for key exchange. The client
still doesn't have to generate the keys or decapsulate. If a not computationally di cult
KEM encapsulate operation is used, the handshake on a limited client might result in
speed-ups.
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3 TEE-based post-quantum TLS

We decided to use a Trusted Execution Environment (TEE) for critical computations and
storage of the keys in our work. The bene ts of using such an environment include:

N

Full isolation - no runtime code provisioning, the malware has no access to the data
or the program run.

No key transfers - The secret key can be generated and stored in TEE and never
leave the environment.

TEE can be tested and evaluated separately, and then it can be used on various
systems without losing trust.

We explained the concept of TEE in more detail in section 1.8.

When designing a system that includes TEE, there are few possibilities for what to use.
The rstis to use TEE extensions to the CPU. There are several industry-level CPU-

TEESs: Intel's SGX [78] and AMD's SVM [79] ARM's TrustZone [80]. However, since there

Is no absolute isolation, the attacks can be found [81] [82] [83] [84]. Also, special hardware

with OS modi cation requirements or a TEE-enabling hypervisor is needed.

Another option is to use a Hardware security module (HSM). If the design of the
systems supports HSM, the use of such a module can be "plug and play". In our work,
we chose to use SEcube hardware [85] as our HSM. SEcube seems like a good match in
terms of portable, inexpensive but powerful HSM.

3.1 SEcube

SEcube has an MCU, CC EAL5+ -accredited SmartCard, and an ultra-low-power FPGA
on the same chip. FPGA and SmartCard are called through speci ¢ MCU instructions.
The MCU is STM32F4 - ARM 32-bit Cortex-M4 CPU. Flash memory has a size of 2
MiB, and SRAM has 256 KiB. That should be enough for most of our needs. There is no
SRAM cache, so associated side-channel attacks are not possible.

3.1.1 SEcube SDK

SEcube provides an open-source Software development kit (SDK) on their website [86].
We decided to reuse some parts of this code and design to build our Crypto OS. Our
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Crypto OS only manages hardware and software resources of the MCU, providing API

for cryptographical functions.

The state of the art of open-source code is designed as described in Figure 17. It

consists of two projects, one for the host side and one for the MCU.

Hardware side - the code on the device side is divided into several main modules

represented by .c and .h les:

N

SEcube Core - handles the main device loop and basic commands such as echo or
init. More speci c commands such as login, key_edit, etc. are handled in Dispatcher
Core. Communication Core handles USB packet-like communication.

Communication Core - handles data of requests and responses. If a command is
executed, its input or output data are written in the request and response blocks
and then sent with SD Card Driver and USB driver communication to HAL/LL
libraries.

Dispatcher Code - on top of the login, key management, and challenge/response
functions, it handles data ow from/to Smart Card, FPGA, and Security Core.

Security Core - this is where all cryptographic functions are handled. In SDK

version 1.4.1 the only implemented crypto algorithms are AES256 [15], CRC16 [87],
PBKDF2 [88] and SHA256 [42]. Again, the underlying features are provided by
HAL/LL libraries.

Figure 17: The architecture of the SEcube SDK [89]

Host Side - the code at the host side is divided into three libraries:
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LO - this is the lowest library, handling TX and RX functions and opening and
closing of the device (communication API), initialization of the device (provisioning
API), and discovering SEcube devices (Commodities API)

L1 - this is the most interesting library for us, as we are mainly changing and
expanding this library on the host side. It handles login/logout key management
and cryptographic algorithms.

L2 - This library aims to bring an even higher level of abstraction, a key manage-
ment system, data-at-rest protection, and data-in-motion protection. It is still in
development. We are not using this library in our work.

Newer documentations also mention the L3 library on the application level. As an
example, they provided a Secure Database application [89]. It is not yet published
at the time of writing this work.

The following chapters describe the changes and addition to this architecture to enable
post-quantum security.

3.1.2 Side-channel attack resistance

In the work [90], the authors performed a side-channel analysis of SEcube. Namely, they
studied the robustness of the device against Di erential Power Analysis (DPA). DPA is

a non-invasive passive attack that requires physical access to the device. The commercial
USB token USEcube does not allow direct access to internal circuitry. That limits the
possibility of attacks, making non-invasive attacks impossible. Nevertheless, the work
describes the DPA attack on SEcube in comparison with the ST Microelectronics Nucleo
board. They constructed a device to monitor USB power consumption to perform a non-
invasive attack. DPA was performed on AES128 [15] ECB implemented in C. The attack
focused on the whole AES, and AES S-box separately. The results were similar for both
platforms. The attackers were able to reconstruct only around 4-5 bits of the secret key.
Although this can speed up brute-force attacks on the key, it should not lead to severe
damage.
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3.2 Symmetric cryptography in a trusted environment

The rst step in our HSM integration design is to provide a post-quantum level of se-
curity for symmetric cryptography (used e.g. in TLS record). In SEcube, SDK is AES
implemented in the following modes; ECB, CBC, CTR, OFB, and CFB. As none of these
modes is supported in TLS 1.3, we need to add GCM.

3.21 GCM

Galois/Counter Mode (GCM) is a newer child of counter mode that uses Galois eld
multiplication for authentication. We can describe the function of the mode using for-
malization from [91]. The eld GF (2'?8) is de ned by the following polynomial:

X128+X7+X2+X+1

The tag provides the authentication, added to the end of the ciphertext. The tag is
constructed using the GHASH function:

GHASH (H;A;C) = Xmann

whereH = E,(0'?®), which means a vector of 128 zero bits encrypted by an underlying
block cipher, in our case AES256A represents the plaintext data for authentication, and
C is a ciphertext. m is the number of 128-bit blocks fronA\, n is the number of 128-bit
blocks inC. X; is then de ned as follows:

Xi=Xi s H‘“l:g 0 fori =0
j=1 - Xi1 §) H fori=1;:::m+n+1
S, is de ned as:

8
fori=1;::;m 1

% 10128" fori=m
fori=m+1;::;m+n 1

% n10128 u fori=m+n

len(A)jlen(C) fori=m+n+1

Where M jN is concatenation of binary strings M and N. For a detailed scheme of the
GCM operation, we refer to Figure 18. We can add GCM mode to SEcube SDK codebase
and call it using the same mechanism as other AES modes. However, this brings us to
the need for four inputs instead of three as in all other modes. We discuss this in section
4, which discusses implementation.
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3.2.2 HSM symmetric cipher in TLS

For the scheme of usage of HSM in the TLS record, we refer to Figure 18. Red parts are
encryption-related, and green are authentication-related data. Application data would be
fragmented as in regular TLS 1.3. Data from each fragment are sent into HSM, divided
into blocks of 128 bits. Each block is then xor-ed with an encrypted counter sequence. This
produces ciphertext blocks. Each ciphertext block is then used to create an authentication
block when it is XORed with the previous iteration of GHASH and inputted into the actual
iteration of GHASH. The TAG also "consists" of additional data and the length of the
plaintext, as can be seen in the scheme. The ciphertext is concatenated with TAG and
sent back to the TLS record to be handled as usual.

Figure 18: Integration of HSM GCM to TLS record

We can see that the block cipher is used to encrypt each counter iteration. Our
design also assumes that keys are stored in the HSM and all AES key-related operations
are performed in HSM. More of this is discussed in the following section 3.3.
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3.3 Secret keys stored in the trusted environment

One of the bene ts of using specialized hardware for security is separating unsecured and
secured environments. If we want the keys to be protected from a potential attacker, they
should be in a secure environment. In our system, we use the memory in the hardware
device to store private keys. In the scope of HSM-aided TLS like protocol, we can identify
three scenarios:

The symmetric key for the record protocol cipher is written once into the HSM
memory and never leaves. This mechanism is already supported in the SEcube
SDK.

The private key for the key exchange mechanism is stored in the memory of the
secure hardware and never leaves. With the use of KEM API and keypair operation
in the HSM, we can limit the output from keypair operation to provide only cipher-
text. The secret key is stored in the device memory and not transported to the
host. The only way to manipulate the secret key is to use it fodecapsoperation or
destroy it. The secret key is never exposed; it is indexed with the key ID assigned to
the key pair in the keypair KEM operation. This ID is the only information about
the secret key on the host.

The symmetric key is never stored in the host computer. KEMencapsor decaps
operation outputs only key ID, so the keying material doesn't leave a trusted envi-
ronment (HSM). KDF is performed in the HSM to produce all TLS keys and they
are stored in the device memory. This way, no secret material or operation (except
for the decrypted application data) is visible to the host.
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3.4 Post-quantum public-key algorithms in TE

The introduction of HSM in TLS makes sense only if the key exchange mechanism (all
KEM operations and key storage) is in the Hardware Security Module. We call such a
module Post Quantum Cube (pg3). The module has a strictly de ned API, following
KEM scheme. We de ne a wrapper layer for KEM API:

keypair: Output has one important modi cation. Instead of a public and a secret
key, the HSM keypair operation returns the public key and only the ID of the
secret key. We de ne secret key ID as input, to let the application have control
over key IDs. Other inputs are KEM ID, key validation period, and HSM session
information. Internally, the KEM keypair operation is called, then public and secret
keys are stored in device memory under key ID with a speci ed validation period,
and the public key is returned to the host.

encaps Input set consists of HSM session information, KEM ID, public key, vali-
dation period for the keys, master key ID, client key ID, server key ID, and client
and server random noncesEncaps operation outputs only ciphertext (encrypted
PMS). Internally, the KEM encapsoperation is called to encapsulate the PMS using
a public key. Master Secret, Client, and Server keys are derived using the algorithm
speci ed in section 2.5.3, and then they are all stored in the device memory with a
speci ed key validation period. Encapsulated PMS is returned to the host.

decaps Inputs consist of HSM session information, KEM ID, secret key ID, cipher-
text, validation period for the keys, master key ID, client key ID, server key ID, and
client and server random nonces. HSNDecapsoperation has no outputs. Inter-
nally, KEM decapsoperation is called to decapsulate the PMS using stored secret
key accessed with secret key ID. Master Secret, Client, and Server keys are derived
using the algorithm speci ed in section 2.5.3, and then they are all stored in the
device memory with speci ed key validation period.
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