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1. RozsSirenie databazového modelu:

Prvy krokom pri praci na tomto zadani bolo rozSirenie nasej databazovej Struktury
pre potreby tohto zadania. Ku uz existujucemu pouzivatelovi ,user‘ sme pridali
cesty, ktoré si méze pouzivatel prezerat a vyberat (,route, tato tabulka je aj
naplnena obrovskym mnozZstvom pouZitefnych dat) a takisto faktuary, ktoré obdrzi
po kupe cestovnych listkov na dané cesty (,invoice®):

Cesty (,,route”):

"route" (

id int
varchar(50) 5

city varchar(50) '
departure_city varchar(50)
arrival_city varchar(50)
departure_date date
departure_time time
arrival_date date
arrival_time time
price decimal

"route" (

id,
r

city,
departure_city,
arrival_city,
departure_date,
departure_time,
arrival_date,
arrival_time,
price

'/docker-entrypoint-initdb.d/@02_routes.csv' DELIMITER ',' CSV HEADER;




Naplnené data (Ukazka z PgAdmin):

id , e S city departure_city , anival_clty departure_date , departure._time arival_date , arrival_time , price

[PK] integer character varying (50) character varying (50) character varying (50) character varying (50) date time without time zone date time without time zone numeric
3448 3448 Plane Brussels Brussels Lisbon 2024-05-14 12:00:00 2024-05-14 14:08:26 137.7
3449 3449 Plane Lisbon Lisbon Vienna 2024-05-14 18:00:00 2024-05-14 20:52:23 22012
3450 3450  Plane Dublin Dublin Brussels 2024-05-15 08:00:00 2024-0515 08:58:09 56.18
3451 3451  Plane Rome Rome Lisbon 2024-0515 12:00:00 2024-05-15 14:19:43 53.85
3452 3452 Plane London London Lisbon 2024-0515 18:00:00 2024-0515 19:58:52 261.44
3453 3453 Plane Athens Athens Rome 2024-05-16 08:00:00 2024-05-16 09:18:48 234.72
3454 3454 Plane Lisbon Lisbon Rome 2024-05-16 12:00:00 2024-05-16 14:19:43 62.69
3455 3455  Plane Vienna Vienna Athens 2024-05-16 18:00:00 2024-05-16 19:36:12 202.06
3456 3456  Plane Prague Prague Warsaw 2024-05-17 08:00:00 2024-05-17 08:38:46 287.73
3457 3457  Plane Dublin Dublin Rome 2024-05-17 12:00:00 2024-05-17 14:21:25 159.86
3458 3458  Plane Madrid Madrid Budapest 2024-0517 18:00:00 2024-05-17 20:28:03 104.98
3459 3459 Train Athens Athens Brussels 20231118 05:00:00 2023-11-19 01:53:35 48.44
3460 3460  Train Dublin Dublin Prague 20231118 07:00:00 2023-11-18 21:39:37 2876
Total rows: 4000 of 267176  Query complete 00:00:00.699 Ln1,Col 1

4

Faktury (,,invoice®):

voice (
id serial
“"user" int

invoice bytea
paid boolean
created_at timestamp

V tabulke (Ukazka z PgAdmin, po uz rezervovani/zakupeni listkov):

id . user . invoice . paid . created_at P
[PK] integer integer bytea boolean timestamp without time zone

1 1 1 .. true 2023-11-19 15:07:00.273326
2 2 1 .. false 2023-11-19 15:19:10.514411



2. Funkcionality / Vyhladavacie pole

Pridali sme zvySné funkcionality. Ku registracii/prihlasovanie a generovaniu
kfu€ov sme pridali samotny nakup cestovnych listkov ten je spojeny

s vyhlfadavacim polom, ktoré vyhfadava nad tabufkou ,route®. Jednoducho
povedané prihlaseny pouzivatel napiSe kam chce cestovat a zobrazia sa mu
vSetky cesty do tejto destinacie, nasledne si pouzivatel méze danu cestu
.Kupit' (zarezervovat)“.

Po tom ako si cestu kupi (zarezervuje) mu bude odoslana faktura, t4 sa
aj ulozi do databazy pod daného pouzivatela aby k nej mal stale pristup.
Fakturu najde pouzivatel na svojom profile kde ma moznost fakturu zaplatit.
Taktiez ma moznost aj nezaplatenu aj zaplatenu fakturu stiahnut’ (ako PDF).

Vyhladavanie ciest:

Predaj cestovnych listkov

dd.mm.rrrr (] Jdd.mm.rrrr

-
u\
Hiadat u(




List ciest s danou destinaciou:

# Typ Mesto Odkial Kam
1 Bus Budapest Budapest Paris
2 Bus Warsaw Warsaw Paris
3 Bus Oslo Oslo Paris
4 Bus Lisbon Lisbon Paris
5 Bus Dublin Dublin Paris
6 Bus Vienna Vienna Paris
7 Bus Berlin Berlin Paris
H 8 Bus Warsaw Warsaw Paris
9 Bus Rome Rome Paris
10 Bus Warsaw Warsaw Paris
n Bus Warsaw Warsaw Paris
12 Bus Berlin Berlin Paris
13 Bus Madrid Madrid Paris
14 Bus Prague Prague Paris
15 Bus London London Paris
16 Bus Lisbon Lisbon Paris
17 Bus Oslo Oslo Paris
18 Bus Oslo Oslo Paris
19 Bus Madrid Madrid Paris
20 Bus Berlin Berlin Paris
21 Bus Warsaw Warsaw Paris

Prehlad pouzivatefovych faktar (listkov):

Faktury Klace

ID faktary: 1

Vytvorena: Nov 19, 2023
Zaplatena: Ano

ID faktury: 2

Vytvorend: Nov 19, 2023
Zaplatena: Nie

Stiahnut Zaplatit

Faktura PDF:

Name Jakub Chrappa
E-mail kubino321@gmail.com
From Lisbon

2023-11-19 14:00:00
To Oslo

2023-11-21 11:38:21
Total price 28.11€

Détum

Nov 19, 2023
Nov 21, 2023
Nov 23, 2023
Nov 23, 2023
Nov 23, 2023
Nov 24, 2023
Nov 24, 2023
Nov 25, 2023
Nov 25, 2023
Nov 26, 2023
Nov 27, 2023
Nov 29, 2023
Dec 1, 2023
Dec 1, 2023
Dec 2, 2023
Dec 3, 2023
Dec 4, 2023
Dec 5, 2023
Dec 6, 2023
Dec 6, 2023

Dec 9. 2023

Cas
16:00:00
14:00:00
11:00:00
12:00:00
15:00:00
09:00:00
14:00:00
12:00:00
20:00:00
16:00:00
06:00:00
15:00:00
19:00:00
21:00:00
13:00:00
17:00:00
17:00:00
11:00:00
08:00:00
20:00:00

12:00:00

Cena (€)

19.03

4971

20.38

15.68

24.66

11.29

40.41

44.78

48.17

12.52

4277

38.34

38.72

34.27

15.95

4314

13.95

14.23

44.24

32.59

37.28




Platba faktur:

Pouzivatel vyplni informacie podla Sablény a nasledne méze zaplatit' fakturu.
Faktdra (dana cesta) bude nasledne evidovana ako zaplatena a zostane
uzivatelovi medzi jeho fakturami (zostane mu moznost stiahnutia PDF),

v databaze bude evidovanéa ako zaplatena.

Cislo karty

1234 5678 9012 3456

Déatum expiracie

MM/YY

' 123 “\

AW T
MM/YY
CvvVv Automatické dopifianie Udajov o kreditnej karte je zakézané

Pri praci na funkcionalitdch sme samozrejme dbali na bezpecnosti rieSenia a
werror handling“ (celé rieSenie je su¢astou odovzdaného .zip suboru).

Ukazka error handlingu pri platbe:

invoice = session.exec(select(Invoice).where(Invoice.id invoice_id)).one()

invoice None:
HTTPException(
status_code=status.HTTP_404 NOT_FOUND,
detail="Invoice not found",

invoice.user current_user.id:
HTTPException(
status_code=status.HTTP_403_ FORBIDDEN,
detail="You are not authorized to pay this invoice",

invoice.paid:
HTTPException(
status_code=status.HTTP_40@_ BAD_REQUEST,
detail="Invoice has already been paid",




Ukazka bezpecného poslania faktury:

data = io.BytesIO()
PDF.dumps(data, pdf)
data.seek(0)

data = data.read()

invoice = Invoice(
user=current_user.id,
invoice=data,
paid=False,

created_at=datetime.now(),

session.add(invoice)
session.commit()

Response (
encrypt(data, current_user.public_key),
media_type="application/octet-stream",

Nasa encrypt metdda:

def encrypt(data, public_key):
peer_public_key = serialization.load_pem public_key(public_key)

key = AESGCM.generate_key(bit length=128)
encrypted_key = peer_public_key.encrypt(
key,
padding.OAEP (
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None,
)J

aesgcm = AESGCM(key)
nonce = os.urandom(12)
cipher_text = aesgcm.encrypt(nonce, data, None)

encrypted_key + nonce + cipher_text




Ku nasemu rieSeniu sme ako pri kazdom zadani vytvorili aj niekolko testov,
ktoré su sucastou .zip suboru pod folderom curl_tests v backende:

v curl_tests

$ get_data_test_failure.sh

get_data_test_success.py
get_data_test_success.sh
get_invoice_test.sh
get_invoices_test.sh
get_route_test.sh
login_test.sh

login_timeout_test.sh

$

S

$

S

$

$

$ logout_test.sh
$ pay_invoice_test.sh

& private_key.pem

& public_key.pem

$ purchase_route_test.sh
$ register_test.sh

$

set_public_key.sh

Data post s implementovanym aj error hadlingom aj encryptovanim dat
pomocou public klu€a daného pouzivatela:

@app.post("/data")
async def get_data(current_user: Annotated[User, Depends(get_current_user)]):
current_user.public_key None:
HTTPException(
status_code=HTTP_400_BAD_REQUEST,
detail="User hasn't set up his public key",

data = json.dumps(
{
"first_name": current_user.first_name,
"last_name": current_user.last_name,
"mail": current_user.mail,
}l
sort_keys=True,
default=str,
).encode("utf-8")

ret = encrypt(data, current_user.public_key)

Response(
ret,
media_type="application/octet-stream",




3. Navod na pouzivanie

Aplikacia bezi na porte 80:80 cez CaddyServer (staCi docker-compose up --
build). Databaza je na porte 5433:5432 :

Running (3/4) 4% 16 minutes ago

b80cfocSaTef Exited % 17 minutes ago

Running % 17 minutes ago
aafcd3f5a306

Running % 17 minutes ago
38280fb887ea

Running 4% 16 minutes ago
7¢6a89810dc7

.env subor potrebny na pracu (basic postgres (su¢ast README)):

database >
=postgres
=postgres
=postgres

v database
v data
01_user.sql
B 02_routes.csv
02_routes.sql
03_invoices.sql
.env
docker-compose.yml
README.md

»-env* sa musi vytvorit lokalne je su¢astou zadania ako hidden file. Sucastou
zadanie je aj (pre istotu) ,env* subor, v pripade potreby ho staci premenovat
na,.env’.

docker-compose.yml

= env
README.md




Samotné pouzivanie aplikéacie:

Basic flow: Registracia, prihlasenie, generovat kfuce, vyhladat cestu, kupit
listok, generovat kluce (nechceme drzat na FE privatny kfu¢ pouZzivatela pri
prechode medzi strankami z dévodu bezpecnosti) [odkazl], prepneme sa na
faktdry, dame stiahnut, zaplatit, viozime Udaje a stlatime zaplatit. Toto je
optimélny flow. Refresh na profile - kfu€e si neuchovavame z dévodu
bezpecnosti na FE (public_key ma uzivatel v databaze ale nie private) preto
treba kl'u¢€ vzdy vlozit znova.

Basic flow podrobna ukazka:

Registracia:

Registracia
Meno

Jakub

Priezvisko

Chrappa

Email

kubino321@gmail.com

Heslo ’

Registrovat

Mate vytvoreny UcCet? Prihlasit sa



Prihlasenie:

Prihlasenie

Email

kubino321@gmail.com

Heslo

Prihlasit sa

Nemate vytvoreny Ucet? Registracia

Generovanie kl'u¢ového paru (popripade nahratie viastného):
Vitajte Jakub!
Faktury Klace
Generovat kltcovy par
Privatny kl't¢ Verejny klt¢
Vybrat sibor  Nie je vybraty Ziadny stbor Vybrat stibor  Nie je vybraty Ziadny subor
MIIEvQIBADANBgkghkiGOWOBAQEFAASCBKcwggSjAgEAA MIIBIJANBgkahkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAW
0IBAQDCkdkzBQZ1pJMPONwWBtXINdJbRM8vmCJA9IMmMG pPHZMwUGdaSTDzjcAbV5TXSWOTPL5giQPZphvEEY6dM
8QRjpOW4xGP6NnsyNq3L63W+z3snTit1ghWgh/S89Rcp7F2 OMRj+p7Mijaty+t1vs97J04rdaoVolfOvPUXKexdtmHBSxpes
2YcFLGI6xgzMZCiHkA+UtMrplgRVFbBohcfWcZPWojA208 YMzGQoh5APILTK6SIEVRWwalXH1InGT1qlwNgPNOU3sgX

05TeypddypcPAxQjKJyk8YDEOBDd/hgJvg61FCmiJV+mJS ) XcgXDwMUIlyicpPGAxXNAQ3f4aib40tRQpoiVfpiUvdOsRBr
4 A

Vyhladanie 'ubovol'nej cesty (zalozka UPB)

UPB




Predaj cestovnych listkov

Hladat

# Typ Mesto Odkial Kam Datum Cas Cena (€) Kupit listok
1 Bus Berlin Berlin Rome Nov 18, 2023 18:00:00 3775
2 Bus Vienna Vienna Rome Nov 19, 2023 20:00:00 39.95
3 Bus Berlin Berlin Rome Nov 20, 2023 11:00:00 45,51
4 Bus Athens Athens Rome Nov 20, 2023 14:00:00 27.81
5 Bus London London Rome Nov 20, 2023 17:00:00 42.8
6 Bus Paris Paris Rome Nov 21, 2023 20:00:00 29.67
7 Bus Lisbon Lisbon Rome Nov 24, 2023 21:00:00 30.87
8 Bus Vienna Vienna Rome Nov 26, 2023 06:00:00 26.28
9 Bus Oslo Oslo Rome Nov 26, 2023 10:00:00 28.67
10 Bus Oslo Oslo Rome Nov 26, 2023 17:00:00 38.85
n Bus Paris Paris Rome Nov 26, 2023 20:00:00 4513
12 Bus Prague Prague Rome Nov 27, 2023 16:00:00 26.9
13 Bus Athens Athens Rome Nov 27, 2023 18:00:00 44.03
14 Bus Berlin Berlin Rome Nov 28, 2023 10:00:00 42.01
i 15 Bus London London Rome Dec 4, 2023 21:00:00 12.2

Vygenerovat’ kl'a¢ovi par / viozit’ svoje kl'i€¢e znova ako je popisané
v basic flow [odkazl]

Pozriet’ fakturu / stiahnut’ podl'a l'ubovéle (Profil -> Faktury):

Faktiry Klace

ID faktdry: 1

Vytvorena: Nov 19, 2023
Zaplatend: Nie

Stiahnut u



Ukazka stiahnutej faktury (Ukazuje odkial kam a kedy cestujeme, cenu,
meno a mail):

Jakub Chrappa

kubino321@gmail.com

Lisbon

2023-11-19 14:00:00
To Oslo

2023-11-21 11:38:21

Total price 28.11€

Uhrada faktury (podra $ablény):

Cislo karty

1234 5678 9012 3456

Déatum expiracie

MM/YY

Cwv

123

B

TR W P

Dbat’ na spravne vyplnenie udajov aj expiracie (oSetrené v ramci
bezpecnosti):

r

Chyba X

Formular nie je spravne vyplneny. <br> Spravny format je: <br>
Cislo karty: 1234 1234 1234 1234 <br> Datum expiracie: 01/23

<br> CVV:123.




Zaplatit’ fakturu (,,akoze*, nebudu strhnuté Ziadne peniaze z uctu
a ziadne udaje o platobnej karte neuchovavame v databaze):

Faktury Klice

ID faktary: 1

Vytvorena: Nov 19, 2023
Zaplatena: Ano

Toto je podrobny ,basic flow* nasej aplikacie, pouzivatel méze

d’'alej vyhladavat’ / kupovat’ a prehliadat’ listky / faktury.

Hlasovanie pre Tomasa Vavra ©:

1458 72 ® il S 14:59
< Mail

IT SPY H A 5
< 6 itspy.cz s Sz @ itspy.cz A G

IT'SPY Q v =

ITSPY Q v = ITSPY Qs =
- Vas hlas byl
£ Vas hlas byl g
s hvl,a s’ byl zapocitan. zapocitan.
zapocitan.

Tomas Vavro

Tomas Vavro (Implementacia
(Implementacia QC-MDPC

Tomas Vavro QC-MDPC kryptosystému nad

(Implementacia QC-MDPC - kiyptosystamu nad GRA)
kryptosystému nad GF(4)) . - -
ZPET NA PREHLED PRACI ZPET NA PREHLED
" = PRACI
ZPET NA PREHLED

PRACI

SoutéZ IT SPY

O soutézi

Jak se pfFihlasit @ itspy.cz

] m

SoutézZ IT SPY

G
®
@)

O soutézi
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