Zadanie 4

Ubytovaci systém



Obsah

O VA o T=T o Yol o o Yo ] [ =4 FO PR 3
BACKENM ...ttt b e e b et s a et e a ettt e bt e e bt e s heesat e e be e be e beenes 3
1.1. = 1 T N 3
1.2. Spring BoOt frameWOrK 3. 1.4 ..o ittt e e s ebae e e s bae e e s sbreeeeeanee 3
1.3 LN 2 (=T o Lo YA - [ e T R S 3
1.4 POLEIESQOL 42.6.0 ...ttt ettt ettt st ettt b e bt s ae e st s b b e neenes 3
[ 0] 01 =T o o [T PP PPUTOPOROPRTOP 3
15 N 1ol £ o] TSP PP PP PUPPPPPPTPUPPNE 3
1.6 (T [o! Y £SO P OPPPRPPTPTON 3
D 1441 o1 110 o T=Y o = Lol - TSR 4
D Y L - (ol - [T USPR 4
2.2 PrINIASENIE ...ttt ettt ettt e bt e s b e e s bt e e hte e s bt e e abeesabeesbeeesbeeeans 5
2.2 PrINIASENIE ...ttt sttt ettt e s be e s b e e s be e e hte e s bt e e abeesabeesbeeesbeeeans 6
2.3 Sifrovanie a deSifrovanie faktliry/POtVIAENIA........c.cueveuieiieeeeeieeieeeeeeeeee ettt 8
N XU Lo g ol F= Yo [o] o1V 1 1V 2R 8
2.5 SSL @ HT TIPSttt ettt s bt s bt et e bt e b e e s beesheeeatesab e e be e bee bt e saeesabeeabeenbeenbeesanenas 8
3. UkAZka funkEnosti @pliKACi@:....ccueeeiieiiie ettt ree e e s e e e e rae e e e 9
BLL BACKENG .ttt ettt ettt ettt e a bt e bt e e be e e s bt e e ht e e s abe e e beeesabee s bt e e aateesnaeesareenn 9
I A o] 01 (=] o Lo IR TP TUR PR 14
3.2.1 RegiStracia POUZIVATEIA .......ueiiieiieee et e et e e e et e e e e e bt e e e e ebeae e s enteeeeeanes 14
3.2.2. Prihlasenie POUZIVAtEIa........cciiciiii it e e e s sara e e e eanes 14
3.2.3 Vyhladanie UDYLOVANIA ......uviiiiiiiee ettt et e et e e e e e s sateeeeeanes 15
3.2.4 Detail UDYtOVANIia...cc.uieii e e e e e e b r e e e erta e e e eareeeeenes 16
3.2.5 REZEIVACIA UDYTOVANIA ...cceviiie ettt et e e et e e e e e bte e e e sbteeeeeabeaeessnteeeesanes 17
3.2.6 ZOZNAM FEZEIVACH .eeuvtiiutieiieteetee sttt ettt e st s et st st e b e e bt e s bt e sbeesaeeeateebeeebeesaeesabesabeeabeenbeenns 18
3.2.7 FAKEUIa / POtVIENIE FEZEIVACIC...eeiivvvieeieereeeeeetteee ettt e e ettt e e e s et e e e s sstbeeessstbeeessssbteessssbeeessssbeeessanns 19
3.2.8 Odhlasenie POUZIVATEIA .......eeiiiiiiie e e e e e et e e e sbre e e e erraeeeeanes 19
I I 0 Lo 1ol < TSP PP PR PRSPPI 20
3.2.10 Spustenie aplikacie DEZ DOCKEIU ........ccccuiiii ettt e et e e e sare e e e e taeeeeeanes 20
4 POPIS ZArOJOVENO KOGU.......viiiieiiiieeeiiiee ettt e ettt e e ettt e e e ettt e e e e abb e e e e asaeee e ssaeeasanssaeasanssneanan 20
............................................................................................................................................................... 21
4o [0[RP 21

Dalie zdroje pouZité Pri IMPIEMENTACI: ......cceviveeeeiieeeceeeee ettt ettt n e neas 21



1. Vyber technologii

Backend

1.1. Javal7/

Java je viacucelovy, objektovo orientovany programovaci jazyk ktory je rychly, bezpeény a spolahlivy
(1). V nasom projekte vyuzivame jazyk Java pre implementdciu biznis logiky a manipulaciu s datami.
Rozhodli sme sa pren z dévodu predchadzajicich skisenosti s tymto jazykom.

1.2.  Spring Boot framework 3.1.4

Spring Boot je framework pre vyvoj mikrosluzieb a webovych aplikacii v jazyku Java. Poskytuje
jednoduchy spdsob na vytvorenie samostatnej, produkéne pripravenej aplikacie. V nasom projekte
sme sa rozhodli pre Spring Boot kvoli nasim skisenostiam s jeho pouZivanim a rychlosti vyvoja (2).

1.3 JPA Repozitar3.1.4

V repozitari, ktory interaguje s databazou rozsirujeme rozhranie JPA Repository, ktoré nam umozniuje
pouzivat mnozstvo preddefinovanych metdd. V zadani sme zatial vyuzili moznost ziskania zaznamu

z databazy na zaklade primarneho kluca.

1.4  PotgreSQL 42.6.0

PostgreSQL je open-source relacny databazovy systém, ktory sme zvolili pre nas projekt na ukladanie
a manipuldciu s dadtami. Tato volba vychadza z jeho spolahlivosti a vykonu. Vyuzivame ho ako
backendovu databazu pre nas JPA repozitar, ¢o nam umoznuje efektivne spravovat datové operacie v
nasich mikrosluzbach implementovanych pomocou Spring Boot frameworku (3).

Frontend

1.5 Javascript
JavaScript, je skriptovaci programovaci jazyk. Jazyk je pouzivany najma pri tvorbe webovych
stranok(5). Rozhodli sme sa pren z dévodu predchddzajucich skdsenosti s tymto jazykom

1.6 Reactjs

React je open-source frontendova kniZnica JavaScriptu na vytvaranie pouzivatelskych rozhrani alebo
komponentov pouZzivatelského rozhrania(6). React.js sme si vybrali kvoli jeho popularite,
jednoduchosti a z dovodu predchadzajucich skdsenosti s vyvojom webovej aplikdcie pomocou tohto
nastroja.



2. Implementacia

V aplikdcii je implementovana registracia, prihlasenie aj prenos Sifrovanych udajov a nasledné
desifrovanie. Po spusteni kontajnera v backendovej Casti aplikacie pomocou prikazu docker-compose
up --build a naslednom spusteni frontendu je mozné tieto funkcionality pretestovat, ukazky
funkcionality su aj na screenshotoch v dalSej ¢asti dokumentidcie.

2.1 Registracia

Kontrola zlozZitosti hesla

Kontrola zlozitosti hesla prebieha vo frontendovej aj backendovej ¢asti aplikdcie pomocou regexov

a kontroly diZky hesla. V nasej aplikdcii st minimalne poziadavky na dizku hesla 8 znakov a heslo musi
obsahovat minimalne 1 malé pismeno, 1 velké pismeno, jednu Cislicu a jeden $pecialny znak zo
zoznamu: @#5$%&+=. Pokial heslo nespliia poziadavky, pouzivatel je na to upozorneny a registracia
nie je Uspesna.

Heslo je v frontendovej ¢asti kontrolované pomocou yup validacnej schémy. TaktieZ je heslo
kontrolované i sa nenachadza v zozname ukradnutych hesiel pomocou vytvorenia dopytu na url
adresu https://api.pwnedpasswords.com. V pripade, Ze sa nase heslo nachddza v zozname
ukradnutych hesiel je pouzZivatel upozorneny.

Password
This password is in public lists of .
o passwords leaked from other

sites Must contain at least 8 characters, one uppercase, one lowercase, one number, and one special character @#$%"&+=

Obrdzok 2 Validdcia hesla v nesprdvnom formdte
Obrazok 1 Upozornenie na uniknuté heslo

Kontrola platnosti emailu

Pri pokuse o registraciu prebehne vo frontendovej aj backendovej ¢asti aplikacie kontrola, ¢i ma
zadany email platny tvar. Kontrola sa vykondva pomocou regexov a ocakava sa, Ze email je v tvare
name@domainsite.domain. Pokial nie je email v platnom tvare, pouZzivatel je na to upozorneny
a registracia nie je Uspesna. Email je v frontendovej ¢asti kontrolovany pomocou yup validacnej
schémy.

Email
{XXX

Invalid emai

Obrazok 3 Validdcia emailu v nespravnom formdte

Kontrola existujuceho pouzivatela
V backendovej Casti aplikacie prebehne pred registrovanim kontrola, ¢i sa v databdze nenachadza
pouzivatel's rovnakym emailom. Pokial je uz email pouZity, registracia je nelspesna.

o User with this email already exist

Obrdzok 4 Upozornenie na exitujliceho
pouZivatela


https://api.pwnedpasswords.com/

Ukladanie hesla

Na zabezpecenie bezpecného uloZenia hesla je pouZity BCryptPasswordEncoder, pridany do Spring
Security. Berypt poutziva silny hashovaci algoritmus spolu s pridanim ,,soli” pre zvySenie bezpecnosti
hesiel. Tento algoritmus vytvara hash pomocou iterativneho procesu zalozeného na Blowfish
kryptografickom algoritme (4). Heslo je teda pred uloZzenim do databazy bezpecne zahashované a je

e

k nemu pridany aj ndhodne generovany retazec, teda ,,sol”.

Nahratie verejného kltca

Pri registracii je pouzivatel povinny vyplnit aj textové pole s verejnym klu¢om. Pouzivatel je vyzvany,
aby si RSA kltuéovy par vygeneroval, napriklad na stranke https://www.devglan.com/online-tools/rsa-
encryption-decryption, odporuca sa velkost 2048 bitov. Verejny klu¢ zada pri registracii a privatny kluc¢
je nutné ulozit si v jeho zariadeni pre pouzitie pri desifrovani, na ¢o je taktiez upozorneny pri
registracii. Verejny kl'ti¢ sa uklada do databazy ako jeden z dajov novo registrovaného pouzivatela.

Public Key [ ] ‘

Please generate the key on ' hitps:/iwww.devglan.com/online-
SUBMIT tools/rsa-encryption-decryption * site and save the Private
Key

Obrdzok 5 Nahratie verejného kltuca

Vsetky polia v registra¢nom formuldri su validované na Frontendovej aj Backendovej strane. Je
kontrolované, &i sa hodnota v poli nachadza, di?ka pripadne format vstupu od pouZivatela. Pouzivatel
je informovany o Uspesnej registracii ¢i pripadnych problémoch, ktoré nastana.

BookIT Registration ~Sign in BookIT Registration  Sign in

Registration

Name

Registration

Name i required

Name

Sumame

Surname Surname is required

Email
Email
Email is required
Password Password
Password is raquired
Public Key i )
Public Key [ ]
SUBMIT Public Key is required
SUBMIT

Obrdzok 6 Registracny formuldr Obrdzok 7 Nevalidny formuldr

Public a private key musia byt vygenerované na stranke:

https://www.devglan.com/online-tools/rsa-encryption-decryption

Generate RSA Key Online
Select RSA Key Size

2048 bit v

Generate RSA Key Pair

Public Key Private Key

Public key will appear here. Private key will appear here


https://www.devglan.com/online-tools/rsa-encryption-decryption
https://www.devglan.com/online-tools/rsa-encryption-decryption

2.2 Prihlasenie

Casovy rozostup pri prihlasovani

Na ochranu pred brute-force Utokmi je vo frontendovej ¢asti aplikacie implementovana funkcia, ktora
rata a kontroluje pocet pokusov o odoslanie dopytu. Tato funkcia dovoluje pouzivatelovi len 3 pokusy
o prihlasenie v priebehu 5 sekind. Pred odoslanim dopytu pomocou funkcie fetch(), je najskor
skontrolované Ci je posledny odoslany dopyt v ¢asovom inervale (5 sekind). V pripade, Ze sa snazime
vykonat dopyt, no posledny dopyt bol vykonany skor ako 5 sekiind dozadu, je porovnany pocet
dopytov v poslednych 5 sekundach a maximalny povoleny pocet. Pokial je pokusov viac, uzivatel je
upozorneny vyskakovacim oknom a prihlasenie neprebehne.

o Too many requests, please try
again later.

Obrazok 8 Upozornenie na privela dopytov

JWT

Po uspesnom prihlaseni do aplikacie sa v backendovej ¢asti vygeneruje JWT (JSON Web Token).

Z bezpecénostnych dovodov je jeho platnost nastavend na 30 minut, teda aj platnost prihlasenia
pouzivatela je iba 30 mindt. V JWT je bezpecne ulozené ID prihlaseného pouzivatela, co umozriuje
bezpecénu autorizaciu pri dalSich dopytoch. Pri dopyte na endpoint, pre ktory je nutna autorizacia

s neplatnym alebo vymyslenym JWT je takdato aktivita v backendovej ¢asti odchytend, pouZivatel je na
to upozorneny a jeho pristup nie je povoleny. Vo frontendovej Casti je tento token ulozeny do Cookies.
Tento token sa posiela spolu s dopytmi na backendovu ¢ast aplikacie v hlavicke dopytu. Po uplynuti 30
minut je z cookies odstraneny a pouzivatel je presmerovany na stranku prihlasenia.

Name  Value D.. Path Expires / Max-Age

auth  eyJhbGciOUIUzI1NiJ9.eylzdWIiQilxliwiZXhwljoxNzAwMzAxO... lo... / 2023-11-18T10:04:25.000Z

Obrdzok 9 UloZenie tokenu v cookies

Validacie

Pri prihlaseni je taktiez implementovana validacia na vstupoch od pouzivatela. Taktiez je

v backendovej ¢asti implementovanad validacia na kontrolu spravnosti emailu a hesla. V pripade, ze
jedno z tychto poli nie je sprdvne, pouZivatel je upozorneny.

I o Email or password is not correct I

Obrdzok 10 Upozornenie na nesprdavnost
mena/hesla




Po uspesnom prihlaseni je pouzivatelovi prispdsobeny navigacny panel, v ktorom sa nasledne
nachddza tlacidlo na odhlasenie, vyhladanie ubytovania a zobrazenie rezervacii. V zozname rezervacii
je mozné ziskat zasifrovanu fakturu, ktorud je mozné odsifrovat pomocou private key.

BookIT Registration  Sign in BooklT Registration  Sign in

Sign In Sign In

Email Email

Email is required

Password
Password

SIGN IN Password is required
SIGN IN

Obrdzok 11 Prihlasovaci formuldr Obradzok 12 Validdacia prihlasovacieho formuldra



2.3 Sifrovanie a desifrovanie faktury/potvrdenia
UloZenie a zobrazenie faktury je zabezpecené Sifrovanim.

PDF je vytvorené v backendovej ¢asti aplikacie, nasledne je zasifrované pomocou AES. KIU¢ vyuzity na
Sifrovanie faktury je nasledne zasifrovany pomocou RSA (public kii¢om uloZenym v databdze) a tieto
udaje su zaslané na frontendovu ¢ast.

Zasifrované pdf (pomocou AES) spolu so zasifrovanym klic¢om (pomocou RSA) je zaslané

z backendovej ¢asti aplikacie na frontendovu Cast. Frontendova Cast najskor odsifruje kiuc na AES
pomocou RSA odsifrovania privatnym kli¢om. Nasledne sa pdf odsifruje pomocou ziskaného
odsifrovaného AES klu¢u. Odsifrované pdf je nasledne uloZené a je mozné jeho nahliadnutie
pouzivatelovi.

RSA odsifrovanie bolo vykonané pomocou node-forge kniznice, AES odsifrovanie bolo vykonané
pomocou kniZnice crypto. Mdd bol nastaveny na ECB a padding na Pkcs7.

2.4 Autorizacia dopytov

Kazdy dopyt vykonany po prihlaseni pouZivatela je autorizovany pomocou autoriza¢nej hlavicky
zasielanej s dopytom. Tato autorizacna hlavicka obsahuje JWT token, ktory je ulozeny v Cookies
aplikacie. V pripade modifikacie alebo odstranenia tohto tokenu, je pouzivatelovi odmietnuty pristup
a je nasledne presmerovany na stranku s prihldasenim. Tento token ma exspiraciu 30 minut. Po tomto
Case je pouzivatel presmerovany na stranku s prihlasenim.

2.5SSLa HTTPS

V nasej aplikacii sme implementovali podporu pre SSL (Secure Socket Layer), aby sme zabezpedili
Sifrovany prenos dat medzi klientom a serverom. Vsak kvoli poZiadavkam na testovanie v lokdlnom
prostredi vyvoja sme momentalne zakomentovali tuto funkciu. Tento pristup umoznuje efektivne a
bezproblémové testovanie aplikdcie bez obmedzeni spojenych s vytvdranim self-signed certifikatov
alebo vyskytom varovani o neoveritelnych certifikatoch.



3. Ukazka funkcnosti aplikacie:
3.1 Backend

Registracia:
POST ~ localhost:8443/apifregister m
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookiey
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautif]
1 d
2 "name": "Adam",
3 "surname": "Testovié",
4 "email": "adamd.s@sss5.com",
5 "password”: "hesielkoooAS¥%",
6 "publicKey": "MIIBIjANBgkqhkiGOw®BAQEFAAOCAQBAMIIBCEKCAQEA0LS3eUNIdK3Yb1wM/Sc+YVOETBIgTIuNG

+NSPvQoFjWZa41KN6ReJyBLEQ4ASudkeAzoShg5QMINGHUSOoMdOUYTTOPjAhwzTUR/VsKSBEg7x4eP2nJzVR0j3507 /P /1QFKj+g7b0nyIlomXrolS1251TapRISUSY
+¥7B0oPS81ipHIZWCGnhIEuXiUpmizv46fgSTwducLkj2/rZX8vxEXTXauInfc3ZmRu20XP8519dV2ed+tQEKWM/13eA8/h5X21Q/LHHHaBkbFgY+IRU61+Q/515116/
0VOSSRG7SMW2600BSMIWIGUTMGX1KAATemRbzZ7dVA7TVAM+1r53hhrcQIDAQAB"

7 R
Body Cookies (1) Headers (14) Test Results @ Status: 201 Created Time: 240 ms  Size: 509 B Save Response
Pretty Raw Preview Visualize JSON ~ = O Q
1
2 “id": 1,
3 "name": "Adam",
4 "surname": "Testovid",
5 "email": "adamd.s@sss.com",
6 "Jwt": null
7§

Registracia s nedostatocne zloZitym heslom:

POST ~  localhost:8443/apifregister

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
1
2 “name": "Adam",
3 "surname": "Testovié"
4 "email":  "adam@mail.com",
5 “password”: "hesielko",
6 "publicKey": "MIIBIjANBgkqhkiGOweOBAQEFAAQOCAQBAMIIBCSKCAQEADLsBeUNIdK3Yb1wM/Sc+YVOETBIgIuNG

+NSPvQoF jWZa41KN6ReJyBLIQ4SudkeAzoShgEQMINGHUSOMdOUYTTDOPjAhwzTUR/VSKSB587x4eP2nJzVR0]3507/Pj/1QFKj+g7b0nyITomxr0ols1251TapRISUSq
+v7BoPS81ipHTZwCGnhrEuXiUpmijzvd6fgSrwduclki2/rZX8vxEXTXauInfc3ZmRu20XP8519dV2ed+tQEKWM /13eA8 /h5X210Q/LHHHaBkbFgY+IRU61+Q/5]5116/
OV@SSRG7SMW2600BSMIWIGUTMGX1K4ATemRbzZ7dV47TVEM+I53hhIcQIDAQAB™

7 B
Body Cookies (1) Headers (13) Test Results @ status: 400 Bad Request Time: 18 ms Size: 599 B Save Response v
Pretty Raw Preview Visualize JSON = b Q
1 I
2 "message”: "Password should contain at least: 1 uppercase, 1 lowercase, 1 digit and one of special characters: @#$x &+=",
3 "status": 400,
4 "details": "com.example.upbz4.exception.RegistrationException”

el
o
-—




Prihlasenie:

POST ~ localhost:8443/apiflogin
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
1
2 “email": "testovic@mail.com",
3 "password": "securepassworD4="
4 3
5
Body Cookies Headers (14) Test Results @ status: 200 0K Time: 1375 ms
Pretty Raw Preview Visualize JSON v =
1 d
2 "id": 1,
3 "name": "Usex",
4 "surname": "Testovic",
5 "email": "testovic@mail.com",
6 "jwt": "eyJhbGci0iJIUzIINiJ9.eyJlzdWIioiIxTiwizxXhwIjoxNzAwMzgaNzIzfQ.VzUzpnRPVPYHASAEZGYSPPFEFptsZu3TiiMI_ZQa2Tw"
7§

Prihldsenie s nesprdvnym emailom/heslom:

POST ~  localhost:8443/api/login Send v
Params Authorization Headers (9) Body ® Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
1 d
2 “email": "adamd.s@sss.com",
3 “password”: "incorect"
4k
Body Cookies (1) Headers (13) Test Results @ status: 400 Bad Request Time: 94 ms  Size: 517 B Save Response v
Pretty Raw Preview Visualize JSON = © %
1 f
2 "message": "Email ox password is not correct",
3 "status": 408,
4 "details": "com.example.upbz4.exception.LoginException” [
|

Vsetky endpointy aplikacie (okrem registracie a prihlasenia) su zabezpecené a vyzaduju platny JWT
v autorizacnej hlavicke dopytu.
V opacnom pripade:

POST ~ localhost:8443/reservation/new
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
1 d
2 "accommodationId": 1,
3 "checkInDate": "2024-01-01",
4 "checkoutDate": "2024-01-02",
5 "guestsCount":-3
6

Body Cookies Headers (14) Test Results

Pretty Raw Preview Visualize JSON v -
1 g
2 "message": "Invalid token",
3 "status": 401,
4 "details": "com.example.upbz5.exception.LoginException”
5 [




Zobrazenie top ubytovani (pouZité na uvodnej strane)

GET ' localhost:8443/accommodation/top
Params Authorization Headers (7) Body Pre-request Script Tests Settings
® none form-data x-www-form-urlencoded raw binary GraphQL
Body Cookies Headers (14) Test Results @ status: 200 OK
Pretty Raw Preview Visualize JSON =
1
2 "totalCount": 3,
3 "accommodations": [
4 i
5 “id": 5,
6 "name": "Garden View Oasis",
7 "description": "Cozy apartment with a serene garden view.",
8 "address": "234 Green Street, Amsterdam, Netherlands",
9 "url": "https://static.dezeen.com/uploads/2021/04/ten-Tooftop-gardens-lookbook dezeen 2364 col 0-1704x113|
1@ "price": 85.0,
11 "capacity": 2,
12 "top": true
13 I
14 i
15 “id": 18,
16 "name": "Hillside Cottage Getaway",
17 "description": "Cottage with panoramic hillside views.",
18 "address": "789 Hillview Road, Hillside Retreat, Andorra la vella, Andorra’,
19 "url": "https://images.pexels.com/photos/4946445/pexels-photo-4946445. jpegrauto=compress&cs=tinysrgb&n=12|

Vyhladanie ubytovania pomocou filtra
Pouzivatelovi je umozZnené vyfiltrovat ubytovanie podla jeho poZiadaviek:

POST v localhost:8443/accommodation/filter

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~
1 4
2 "name": - "cottage",
3 "address": null,
4 "maxPrice": 150.00,
5 "minPrice": 50.600,
6 "minCapacity": 2
7
8

Body Cookies Headers (14) Test Results @ status: 200 OK
Pretty Raw Preview Visualize JSON =
1 g
2 "totalCount": &,
3 "accommodations": [
4 i
5 "id": 11,
6 "name": "Rustic Lakefront Cottage",
7 "description”: "Charming rustic cottage near a beautiful lake.",
8 "address": "123 Lakeside Drive, Lakeview Retreat, Toronto, Canada",
9 "url": "https://static.dezeen.com/uploads/2021/02/cottage-on-the-point-paul-bernier-architecte_dezeen_23
18 "price": 158.@,
11 "capacity": 6,
12 "top": false

V tomto pripade jeho poZiadavkam zodpovedalo 6 ubytovani.



Rezervacia
Uspedna rezervacia:

POST v localhost:8443/reservation/new
Params Authorization Headers (9) Body ® Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON

1

2 "accomm tionId": 1,

3 "checkInD "2024-12-09",
4 "check0 "2824-12-15",
5 "guestsCount

6 [

Body Cookies Headers

Pretty Raw Preview Visualize Text ~

@ status: 200 OK

Snaha o rezervaciu, ktora by sa prekryvala s inou, uz vytvorenou rezervaciou daného ubytovania:

(oSetrené aj na FE, v kalendari nie je mozné ,vyklikat” tieto datumy)

POST ~  localhost:8443/reservation/new
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~

1

2 onId": 1,

3 “checkInD "2024-12-14",
4 ! 1 "2024-12-18",
5 ! 5

6 F

Test Results

Body Cookies Headers

R4

Pretty Raw Preview Visualize JSON v =
1
2 ": "There is a existing reservation with conflicting reservation dates.",
3 480,
4 : "com.example.upbz5.exception.ReservationConflictException”
5 B

Status: 400 Bad Request

Ziskanie zoznamu vsetkych rezervacii prihlaseného pouzivatela:

GET v~ localhost:8443/reservation/all
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
1 4
Body Cookies Headers (14) Test Results
Pretty Raw Preview Visualize JSON =)
10
2 i
3 .
4 N 1,
5 N 11Name": "User Testovic",
6 N il": "testovic@mail.com",

ommodation”: {

": "Cozy City Center Retreat",
"A cozy apartment in the heart of the city.",
3 Main Street, New York, USA",

/i.ytimg.com/vi/ipOKTrowhbQ/maxresdefault.jpg”,

13 .

14 “capacity": 2,

15 "top": false

16

17 ckInDate": "2024- .
18 “checkOutbDate": "2024-01-15",
19 "gues ount": 2,

20 "totalPr

: 150.0.

@

o

Status: 200 OK




Ziskanie zakédovanej faktury a zakédovaného AES kltca:
GET ~ localhost:8443/reservation/detail/1

Params  Authorization  Headers (9)  Body ®

Pre-request Script ~ Tests  Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~
1
Body Cookies Headers (14) Test Results @ status: 200 OK
Pretty Raw Preview Visualize JSON  ~ =2
1|
2 "pdf": "mixvzCld+USSW7AHNLNXXNV/v/1hviKidKbnxozGkoabs+QuzlapXC51GZM/peue0cByXUyZk279ushyd93aUgyKQbz0oA3Nd+mf08]ZTk19TAd1ohueD81PZEPdE/1BPaALd/ /uQIX4SNbRCSAA360G
3 "encryptedAes’: "P294Qef3F7ISMNaplESNLSMCTMTHEOMSSMUITPEYINdIS3KEUUTY gul+doLQuUNWZUTZ+hHS4ushTaXxZWQH1E9v90S9AKIBEYbPGI6WWMVFh9S18v0y 7GVMacYudAs1ypa9rlF3nlarlye
4



Vsetky

Pre zjednodusenie testovania je v databaze vytvoreny testovaci user, ktorého je mozné vyuzit.

E-mail Password Private key
. . - MIIEvQIBADANBgkghkiGOWOBAQEFAASCBKcwggSjAgEAA0IBAQCC+2aULIdq3r7BfD+ZAZo3TxuCfX
teStOVIC@ mall'com secu repassworD4_ MMkDGeUUTrhGhYtU+iuW97MYxZtFhzimAYvAOKq1blvPSOFScOjd9I3trUSnhErBORmnVv30fhWx

b6UyigSQoAISYKRzFXV6BO8WSsLrIMghT9z36R4kd/s+2iC5CSCI7wMSZ1IEqQrnWdAZcW5el+Z21Asg
V5nlsCkMZPcwhtSQq8Vacy37/biCfZ3pO+XGItAc+RZM5V/Sg3+GN4DiV+C7GArmaQfgT/3IIHAdUkp
VySliDgaPvLIBFnzovvvoCjhmiedXHF80F2gJuP+es5IrC1qfBHAc8gxbmg/c81Lujz25Q7d2//br3/vAg
MBAAECggEAda/3YisIRpPvJ6BA8HRIITcGC8A2EFK7En0)B+iHbTUz4YzmOVWxXGqStWNs7Lt5AhZaf
umv0/HjLCAu3VR1P2D1gUKugRZIX9HXVewnCYpc3kZFg2FIbgSsqjUTheCz4tpuBkjA29CE9AUXouU+D
E7d6ZY3F8eDnonvkZ40phjHzcAa4bTXZILIC7HoAAXtPREUOLIRAJOI27YdQP30Q33VIOvWZSEzBMehl
1AwJ1yG170ZVvRUSdz88xAVnf5gq7QXeX8PjL61vn5WI7bCvOmewXvPyLaLldaRzIfNCVoPrtaixZIfkD
FM@5RNaPTzCaopclAyLMD7qELdOP902heAQKBgQC6/25pRQI5+2GkQOQWAR1ZJaiDOXPSH5a+BBg
GNNAQfebUrfXeEYfNKLF25kGPF2E8zE437AlvzsAfDCHiul1Ze)Sm3sq/WHB3LzWIKhMWIOW-+ygmtn
Yb32zLAI0/hgeDXZU9GV1V+KYdJocXX66NM9zA2/+fw8c6060cDSvIfaE7wKBgQCzUKy8WLVQEEUR
rmfqeT855bwR3/m8/dxIqQ44LYhCvBOOEk+P9iG6zRMmMGHXsIuCZ6BE6q63jpFww1PWFZyqgfbHi3R
/3HDATIScwmw/83Cd2rceb2WO7IBANjCUVAhKVPZSHNt5kTSXOaaW9RPOgu27CWIJjUDaKf8gpV2
g51AQKBEQCPIKKyjGZbg8rBQCNFQVUISMOESe)SqF8G3bdNuMqwdM1jaCtsz/ScAPLUBdUUHHBOV
An6f6hE02j12qFtG5rFwlgn1)sFtMuRn)JcZTe88kk5ZADtyphZtZEffQUUq5Uw/UdTA4uqyUTUBTPkbI
uCWtUz5Ci7J9gy0H9jV03y/QKBgDHPfjxPtAYLfvYbaXhjt+GAZK7edcQ/DIsOgwmtOET9c8edsms+lv
56CxCxCMjQo219XpPartimjQlvishA8UEZ46geD+vj9dQvnMtDILg4QGBooozaBXKAUUSG5brX0ZcN
€86nXJIT9Q32rdp2PdU0Z848Pdfh9cPSe3Z/uoEBA0GACOAPdvTIqxkgbDpwZnTgR1tFoqzR1HYCalj
6nvn1l8wPe+/2tjVc3ZgO05rmNcN+elxcvwOCh4c8HtY1ggOUyyzoiWm5SvnOWTbOpcD+/4BOUZ7m
UQjlaPGrV5ddFIBwQqigubGbbxSzXJKSidli9gglaeRLBNXkZYNT2Y4/gMA=

V pripade potreby je privatny kfu¢ priloZzeny v textovom subore.

3.2 Frontend

3.2.1 Registracia pouZivatela

Registration

Name

Surname

Email

Password

PUblic Key

SuBMIT

3.2.2. Prihlasenie pouzivatela

BookIT

Sign In

Email

testovie@mail.com

on Signin




3.2.3 Vyhladanie ubytovania

Uspesne prihlaseny uZivatel je automaticky presmerovany na stranku s vyhladanim ubytovania. Na
stranke je mu este pred vyhladanim poskytnuty nahlad top ubytovani.

BookIT Reservations Search ~ SIGN OUT

Garden View Oasis *

234 Green Street, Amsterdam, Netherlands
Cozy apartment with a serene garden view.

85 €
Hillside Cottage Getaway *
789 Hillview Road, Hillside Retreat, Andorra la Vella, Andorra
Cottage with panoramic hillside views.
140 €
Mansion by the Lake *

567 Lakeside Road, Lake Como, Italy
Grand mansion with lakeside location and expansive grounds.

450 €

Ak chce vyhladat ubytovanie je potrebné do pola ,search accommodation” zadat nazov. Pripadne je
mozné doplnit taktiez kapacitu, ktorti by malo ubytovanie spiiat. Nasledne po stlageni tla¢idla
»search” si mu zobrazené ubytovania, ktoré zodpovedaju jeho poZiadavkam.

BookIT

Reservations Search ~ SIGN OUT

Q_ cottage 3 SEARCH

= Rustic Lakefront Cottage
123 Lakeside Drive, Lakeview Retreat, Toronto, Canada
l Charming rustic cottage near a beautiful lake.

150 €

Cozy Countryside Cottage
456 Meadow Lane, Countryside Haven, Bibury, UK
Cozy cottage nestled in the countryside.

130 €

Quaint Cottage by the River
234 Riverside Lane, Riverside Bliss, Montalcino, Italy

Quaint cottage overlooking a river.

] 110€




3.2.4 Detail ubytovania
Na prehlade ubytovania klikne na tlacidlo ,More” pri jednotlivom ubytovani. Je presmerovany na
stranku s detailom ubytovania, kde si mbze zarezervovat ubytovanie.

BookIT Reservations Search  SIGN OUT

Rustic Lakefront Cottage

Charming rustic cottage near a beautiful lake.

Address: 123 Main Street, City, Country
Price: 150 € per night

From 2 To i) Number of Guests ~

Vyberie datum od, ddtum do a pocet hosti.

Rustic Lakefront Cottage

Rustic Lakefront Cottag ZE Gz g = Charming rustic cottage near a beautful lake.
19 0 2 22 23 24 25 -
Charming rustic cottage near a be Aditoss: 123 Wain Siree, Gy, Counlry
3 per nigh
Address: 123 Main Street, City, Countr; 2
Price: 150 € per night .
111282023 A 1302023 (0}

From h 1 quest

11/29/2023 (3 MmMoD. {5 NGmBETof Guests ~
2 quests
3 guesls

& 4 guests

5 guests.
6 guests

Nasledne je mu automaticky vyratand cena podla
poctu noci a je mu umoznené kliknut na tlacidlo
,Book now”. V pripade, Ze by chcel zarezervovat
datum, ktory uz je rezervovany alebo do minulosti,
pripadne datum od by bol neskor ako datum do,

Rustic Lakefront Cottage

Charming rustic cotiage near a beauti ake. nie je mu to umoznené. Manualne vpisanie
Address Street, City, Country U U z z

[ubovolného datumu

R i) pr— {3 3guests = taktiez nie je November 2023~ < 2

€ BOOK NOW

|

r i
umoznené. | s M 1T w T F s |

; \

|

|



3.2.5 Rezervacia ubytovania

BookIT Summarization

Accommodation:
Rustic Lakefront Cottage

Q 123 Lakeside Drive, Lakeview Retreat, Toronto, Canada

Dates:

29. 11. 2023 - 30. 11. 2023
Number of People:

3 Guests

Price:

150 €

BOOK NOW

Po kliknuti na tlacidlo ,book now” je mu poskytnuty nahlad sumarizacie rezervacie. Ak je so
sumarizaciou spokojny, moze kliknat na tlacidlo ,BOOK NOW* a jeho rezervécia je odoslana. Ak
nesuhlasi, méze okno jednoducho zavriet pomocou ,X“ v pravom hornom rohu a svoju objednavku
rezervacie upravit.

V pripade Ze objednavku rezervacie potvrdi. Je tym patri¢cne obozndmeny.

Successful reservation!

Hooray! Your accommodation reservation was successful.

You can find it in the list of your reservations. Just click on the button "My
reservations” or move to the page using the navigation bar.

MY RESERVATIONS OK




3.2.6 Zoznam rezervacii

Na zoznam svojich rezervacii sa pouzivatel dostane pomocou navigacného panelu. Alebo v pripade
vykonania rezervacie po kliknuti na tlacidlo ,,My reservations” na modalnom okne potvrdenia.

Reservations Search  SIGN OUT

My Reservations

Check Check Total
Accomodation Address Guests

In Out Price
Cozy City Center 202401 2024-01-
Retreat 123 Main Street, New York, USA 2 10 15 150 € B
Cozy City Center 2024-02- 2024-02-
Retreat 123 Main Street, New York, USA 1 05 10 120 € B
Cozy City Center 2024.-03- 2024-03-
Retreat 123 Main Street, New York, USA 3 20 25 180 € B
Rustic Lakefront 123 Lakeslide Drive, Lakeview Retreat, 3 2023-11- 2023-11- 150€ B
Cottage Toronto, Canada 29 30

Na zozname rezervacii pouzivatel vidi svoje vykonané rezervdcie jednotlivych ubytovani. V pripade, Ze
chce zobrazit potvrdenie a fakturu pre jednotlivé rezervacie, klikne na ikonu sdboru v poslednom
stipci tabulky.

Enter your private key
Private Key

DOWNLOAD

v

Nasledne je mu otvorené modalne okno, do ktorého zada svoj privatny klU¢. Po zadani spravneho

v

privatneho kltcu, je faktdra Uspesne ulozena.

[ ¢

B reservation.pdf

1148B+H




3.2.7 Faktura / Potvrdenie rezervacie
UloZend fakturu najde v stiahnutych suboroch. Je vo formate pdf. Jej nadhlad vyzera takto:

G @ sibor Cy

= reservation.pdf 171 - 00% + | E O

RESERVATION CONFIRMATION

Reservation ID: 1

Full Name: User Testovic

Email: testovic@mail.com

Accommodation name: Cozy City Center Retreat
Accommodation address: 123 Main Street, New York, USA
Check-In Date: 10.01.2024

Check-Out Date: 15.01.2024

Guests Count: 2

Total Price: 150.0

Reservation Creation Date: 01.12.2022 00:00:00

PAYMENT INFORMATION

IBAN: SK45 0000 0055 1245
Variable symbol: 12478451
Total: 150.0

Payment deadline: 09.01.2024

3.2.8 Odhlasenie pouzivatela

Pouzivatelovi je taktiez umoZnené odhlasenie pomocou tlacidla ,,Sign Out” na navigachom paneli. Ak
klikne na toto tlacidlo, je automaticky presmerovany na stranku s prihlasenim a jeho token je
odstrdneny z cookies.

BooklT Reservations Search  SIGN OUT



3.2.9 Docker

Obe casti webovej aplikacie su zdockerizované. Obsahuju DockerFile a docker-compose.yaml. Teda je
mozné spustit aplikacie pomocou dockeru.

Frontendova Cast aplikacie sa nachadza na porte 3000 (http://localhost:3000/). Backendova ¢ast
aplikacie sa nachadza na porte 8443 (http://localhost:8443)

Na spravne fungovanie dockeru je potrebné mat nainstalovanu a spustent aplikaciu Docker Desktop
(https://www.docker.com/products/docker-desktop/). Obe Casti aplikacie je potrebné spustit
pomocou docker-compose up --build v terminali v root adresari jednotlivého projektu. (Vytvorenie
a spustenie kontajnerov moze chvilu trvat). V databaze spustenej pomocou dockeru sa nachadzaju
data obsahujuce jednotlivé ubytovania, testovaci pouzivatel a jeho rezervécie.

3.2.10 Spustenie aplikacie bez Dockeru

Frontendovu c¢ast aplikacie je moZné spustit aj bez dockeru. Je potrebné mat nainsstalovany Node.js
verziu 18.18.2 (https://nodejs.org/en). Je potrebné v terminali v root adresari projektu spustit ,,npm
install“. Po nainstalovani kniznic je potrebné spustit prikaz ,npm start”, nasledne by mala byt
spustena frotnendova Cast aplikacie. Aplikaciu ja nasledne mozné stopnut pomocou stlacenia klaves
CTRL+C v tom istom terminali a potvrdeni. Pripadne je mozZné nastavit konfiguraciu vo vyvojovom
prostredi nasledovne .

4 Popis zdrojového kodu

Zdrojovy kod sa nachadza v dvoch suboroch, je rozdeleny na frontendovu ¢ast a backendovu Cast.
Tieto Casti je potrebné otvorit zvlast a taktiez zvlast spustat. Obe Casti su docker-izovand, BE obsahuje
taktieZz docker-izovanu databazu. Frontentoda ¢ast sa nachadza v adresari upb. Backendova Cast sa
nachadza v adresari UPB-z4-BE.


http://localhost:3000/
http://localhost:8443/
https://nodejs.org/en

Zdroje:
(1) https://www.w3schools.com/java/java_intro.asp
(2) https://www.ibm.com/topics/java-spring-boot
(3) https://aws.amazon.com/rds/postgresql/what-is-postgresql/
(4) https://www.baeldung.com/spring-security-registration-password-encoding-bcrypt
(5) https://sk.wikipedia.org/wiki/JavaScript
(6) https://sk.wikipedia.org/wiki/React_(webov%C3%BD_framework)

DalSie zdroje pouZité pri implementécii:

https://www.baeldung.com/java-rsa
https://www.devglan.com/java8/rsa-encryption-decryption-java
https://docs.spring.io/spring-
security/site/docs/current/api/org/springframework/security/crypto/bcrypt/BCryptPassword
Encoder.html

https://www.baeldung.com/java-email-validation-regex
https://www.geeksforgeeks.org/how-to-validate-a-password-using-regular-expressions-in-
java

https://formik.org/docs/guides/validation

https://mui.com/material-ui/getting-started/
https://www.tabnine.com/code/javascript/functions/node-forge/decode64
https://snyk.io/advisor/npm-package/node-forge/functions/node-
forge.pki.privateKeyFromPem

https://fkhadra.github.io/react-toastify/introduction
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https://www.tabnine.com/code/javascript/functions/node-forge/decode64
https://snyk.io/advisor/npm-package/node-forge/functions/node-forge.pki.privateKeyFromPem
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