Pamatové zranitelnosti

Bezpecnost informacnych systémov z pohladu praxe

Peter Svec
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>shellcode

vysledky

_tim _skore
#1 é]ia skl 8
#2 ‘@ Stormwind 8
#3 @ Lock-in 8
#4 ‘@ NBU 8
#5 @ Colin Robinson Fanclub 8
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>Uvod

>C je nizko Urovinovy jazyk (veril vyvojarovi)

>Co ak vieme pomocou chyby v programe zapisovat data mimo
alokovany priestor?

>Typy pamatovych chyb v ramci zasobnika

>Moderné mitigacie (a techniky ako ich obist)
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>7.asobnik

>LIFO datova Struktira pouzivana pri volani funkcii (call stack)
>Na zasobnik sa ukladaju:

>lokalne premenné

>navratova adresa ‘Bw

>zasobnikovy ramec z predchadzajuceho volania

>pri vysokom mnozstve argumentov aj argumenty

ZASOBNIK RASTIE OPACNYM SMEROM
OD VYSOKYCH ADRIES (0xFFFF..) PO NIZSIE (0x000..)

0x04



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

Oxffff

0x0000

Jadro

zasobnik

halda

program
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>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

Oxffff

Jadro
RBP >
main
RSP —
halda
05:40101010 program
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>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

Oxffff

Jadro
RRBRP
main
navratova addr
RSP
halda
05:40101010 program
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>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

push rbp

Oxffff

Jadro
RRBRP
main
navratova addr
RSP
halda
05:40101010 program
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>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

push rbp

Oxffff

Jadro
RRBRP
main
navratova addr
RBP (main)
RSP
halda
05:40101010 program
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>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

push rbp
mov rbp,

rsp

Oxffff

Jadro
RRBRP
main
navratova addr
RBP (main)
RSP
halda
05:40101010 program

O0x0a



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return ay;

int main ()

foo();
return 0;

call foo

push rbp
mov rbp,

rsp

Oxffff

RBP
RSP

Jadro

main

navratova addr

RBP (main)

0x0000

halda

program

0x0b



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp
mov rbp,

rsp

sub rsp, 0x10

Oxffff

RBP

Jadro

main

navratova addr

RBP (main)

RSP

0x0000

halda

program

0x0c



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp
mov rbp,

rsp

sub rsp, 0x10

Oxffff

Jadro

main

navratova addr

RBP (main)

RBP
padding
int a
int b
int c
RSP
halda
05:40101010 program

0x0d



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp
sub rsp, 0x10
mov [rbp-8],1
mov [rbp-12], 2

Oxffff

Jadro

main

navratova addr

RBP (main)

RBP
padding
int a
int b
int c
RSP
halda
05:40101010 program

0x0e



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp
sub rsp, 0x10
mov [rbp-8],1
mov [rbp-12], 2

vypocCty...

Oxffff

Jadro

main

navratova addr

RBP (main)

RBP
padding
int a
int b
int c
RSP
halda
05:40101010 program

O0x0f



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp
sub rsp, 0x10
mov [rbp-8],1
mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]

Oxffff

Jadro

main

navratova addr

RBP (main)

RBP
padding
int a
int b
int c
RSP
halda
05:40101010 program

0x10



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp

sub rsp, 0x10

mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]
mov rsp, rbp

Oxffff

Jadro

main

navratova addr

RBP (main)

RBP
padding
int a
int b
int c
RSP
halda
05:40101010 program

Ox11



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp

sub rsp, 0x10

mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]
mov rsp, rbp

Oxffff

RBP

Jadro

main

navratova addr

RBP (main)

RSP

0x0000

halda

program

Ox12



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp

sub rsp, 0x10

mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]
mov rsp, rbp

pop rbp

Oxffff

RBP

Jadro

main

navratova addr

RBP (main)

RSP

0x0000

halda

program

Ox13



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

call foo

push rbp

mov rbp, rsp

sub rsp, 0x10

mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]
mov rsp, rbp

pop rbp

Oxffff

Jadro
RRBRP
main
navratova addr
RSP
halda
05:40101010 program

Ox14



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

}

ret = nac¢ita do RIP vrch zasobnika

call foo

push rbp
mov rbp,

rsp

sub rsp, 0x10
mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]

mov rsp,

pop rbp
ret

rbp

Oxffff

Jadro
RRBRP
main
navratova addr
RSP
halda
05:40101010 program

Ox15



>7.asobnik

int foo()

{
int a,b,c;
b=1;c=2;
a=b+c;
return a;

int main ()

foo ()
return 0;

}

ret = nac¢ita do RIP vrch zasobnika

call foo

push rbp
mov rbp,

rsp

sub rsp, 0x10
mov [rbp-8],1

mov [rbp-12], 2

vypocCty...

mov rax, [rbp-4]

mov rsp,

pop rbp
ret

rbp

Oxffff

Jadro
RBP —
main
RSP _.,
halda
05:40101010 program

Ox1lo



>Problém 1

>Db6vera vyvojarovi

python:
a:[ll 2/ 3/ 415]
all0] = 0x41

IndexError: list index out of range

C:
int al[5] = { 1, 2, 3, 4, 5 }
al[l0] = 0x41;
Vsetko ok!

Ox17



>Problém 2

>Mixovanie (a] pouzivatelsky vstup) a control flow
udajov (navratové adresy, ptrs na funkcie)

Oxffff
— R
_} halda
0x0000 kdd

O0x18




>Problém 3 P

>Mixovanie dat a metadat .

char data[10] = “ctf’;

c|t | f|\O[\O|\0|\O[\O]|\O|\O strlen(data) = 3

read(0, data, sizeof(data));

c |\0 | f bli|s|p|p]|! strlen(data) = 1

c |t | f bli|s|p]|p]|' strlen(data) = ?

0x19



>Problém 4

>Inicializacia a dealokacia zéasobnika
>0be operacie su iba posun registrov

void foo ()

{
char data[20];

// co sa nachadza v data?

Oxla



>Stack smashing

void vuln ()

{

char buffer[80];

gets (buffer)

Vstup: 40 * “A”

Oxffff

0x0000

Jadro

zasobnik

RET

RBP

buffer

halda

program

Ox1b



>stack smashing

void vuln ()

{

char buffer[80];

gets (buffer)

Vstup: 40 * “A”

Oxffff

0x0000

Jadro

zasobnik

RET

RBP

buffer

halda

program

Oxlc



>stack smashing

void vuln ()

{

char buffer[80];

gets (buffer)

Vstup: 96 * “A”

Oxffff

0x0000

Jadro

zasobnik

RET

RBP

buffer

halda

program

Ox1ld



>stack smashing

void vuln ()

{
char buffer[80];

gets (buffer)

Vstup: 96 * “A”

Segmentation fault
Invalid address 0x414141414141

Oxffff

0x0000

Jadro

zasobnik

halda

program

Oxle



>Co mbzeme prepisat?

>navratovu adresu
>lokalne premenné

>hodnota v pamati, ktora ovplyvnuje mat. operacie
>smerniky

name-parameler

return address

o
=
)
o
2

-1
3

NOOOOOOO!! YOU CAN'T JUST CREATE A
PROGRAM THAT WRITES MORE DATA THAN
CAN BE ALLOCATED IN A BLOCK OF
MEMORY!!!! ATTACKERS CAN USE THIS AS AN
EXPLOIT TO EXECUTE ARBITRARY CODE ON
THE USER'S MACHINE

haha buffer go brrrrrrrrrr

Ox1f



>Buffer overflow

>chyby pri poc¢itani velkosti buffra
>nebezpec¢né funkcie (gets, strcpy,...)

void vuln ()

{
char buffer[32];

read (0, buffer, 128);

0x20



>Signed/unsigned mismatch

>sStandardna kniZnica (libc) pouzZziva na definovanie
velkostl typ unsigned

void vuln ()

{
char buffer[80];
int size;
scanf (“%1”, &size)
if(size > 80) exit(1l);
read (0, buffer, size);

*znamienka sa reprezentujud pomocou dvojkoveho doplnku: Oxffffffff = -1, Oxffffffe = -2, .. Ox21



>Integer overflow

>Co sa stane ak k max. hodnote 32 bitového integeru
(Oxffffffff) pripocitam 17

void vuln ()

{
unsigned int size;
scanf (“%1”, &size);
char *buff = alloca(size + 1);
int n = read (0, buff, size);
buff[n] = ‘\0’;

O0x22



>Mitigacie

>ASLR (Address Space Layout Randomization)
>DEP (Data Execution Prevention) alebo NX
>Stack Canaries

0x23




>ASLR

>7nahodnovanie adries

(offsety vsak ostavaju rovnaké!)

>P1na sila ASLR je iba v kombinacii so zapnutym PIE

>PIE

no ASLR, no

1.spustenie:
2.spustenie:

3.spustenie:

PIE

0x4012d4

0x4012d4

0x4012d4

ASLR, no PIE
1.spustenie:
2 .spustenie:

3.spustenie:

1ba pre sekciu

0x4012d4

0x4012d4

0x4012d4

(Position Independent Executable)

ASLR, PIE

'_\

2.spustenie:

w

s kodom!

.Sspustenie:

.Sspustenie:

O0x5571aef0bld4

Ox55b4abbbold4

O0x562bl31e31d4

O0x24



>Co s tym?

>information leak
>ak vieme z programu precitat TIubovoInU adresu, tak sme
vyhrali. Offsety ostavaju rovnaké a tym padom vieme
vypocitat base adresu

>partial overwrite
>program ma stranky zarovnané na 4096 bajtov (0x1000)

>spodnych 12 bitov ostava -> 2! brute force
1l.spustenie: 0x5571aef0 bld4
2 .spustenie: 0x55b4ab56b 61d4
3.spustenie: 0x562bl131e 31d4

>brute force
>na 64 bitovych systémoch nepouzitelné (2°? BF)

0x25



>DEP

>Stranky v pamati mézZu mat rdzne opravnenia

>Read (R)

>Write (W)

>Execute (X)
>Pri zapnutom NX, nemdze mat heap/stack X flag,
(problematické, ak chceme spustit shellcode)
>Zapnuté DEP je v dnesne]j dobe absolutny sStandard
>Princip ako to obist je relativne komplexny (ROP)

O0x206



>Stack canary

>Nahodna 8 bajtova hodnota, ktora chrani navratovd adresu
>Pred navratom z funkcie sa skontroluje jej integrita

>56 nahodnych bitov (jedna hodnota pre vsetky funkcie)
>Meni sa pri kazZzdom spusteni programu

Priklady hodnbt:
0x3740b6e89010db00

0xd23db590b3490900
O0xb22e811c4d4f7a2c00

O0x277




>Stack canary

void vuln ()

{

char buffer[80];

gets (buffer)

Vstup: 96 * “A”

Oxffff

0x0000

Jadro

zasobnik

RET

RBP

stack canary

buffer

halda

program

0x28



>Stack canary

void vuln ()

{
char buffer[80];

gets (buffer)

Vstup: 96 * “A”

*** stack smashing detected ***
terminated

Oxffff

0x0000

Jadro

zasobnik

halda

program

0x29



>information leak
>podobne ako pri ASLR, ak vieme precitat hodnotu
kanarika, tak ju vieme pripojit k payloadu
>brute force
>robit 2°° nemd zmysel
>pri tzv. fork-servis programoch (napr. spracovanie
sietovych spojeni je robené cez novy proces)
>pri forknuti procesu sa hodnota kanarika nemeni
>v takom pripade vieme aplikovat inteligentny brute force
>postupné prepisovanie kanarika po bajtoch
>max. /7 * 255 pokusov

OxZ2a



>Tnformation leak

>buffer overread:

char buffer[1l6] = {};
write(l, buffer, 128);

>zabudnuty NULL byte

char name[10] = {0};

char flag[1l0] = “feictf{...”;
read (0, name, 10);

printf (YHi %$s!\n”, name);

O0x2b



>Ako plsat exploity?

>PWNTOOLS® ¢ (ipython)

import pwn

P

= pwn.process (‘challenge’)

addr = pwn.p64 (0x40000)

P

p.
p.
p.
p.

.sendline ('366")

send (b’"A"*360 + addr)
clean ()

recv (7)
readuntil (‘test’)

lhttps://docs.pwntools.com/en/stable/

thtps://qithub.com/Gallopsled/pwntools—tutorial#readme

Ox2c



>Ako ladit exploity?

>p = pwn.gdb.debug(‘'challenge’)
>echo source /opt/pip pwndbg/gdbinit.py > ~/.gdbinit
>pri ladeni Jje potrebny terminalovy multiplexer
>Ttmux
>CTRL+b % (rozdelenie obrazovky horizontalne)
>CTRL+b “ (rozdelenie obrazovky vertikalne)
>CTRL+b x (zatvorenie okna)
>CTRL+b sipka (prepinanie medzi oknami)

Unux

. J

Esc + Shift +: +w +

Ctrl + b + left arrow + C||Ck on “Run”
op arrow + top arrow + enter
Ox2d




>Postup

>Spustim binarku, vyskusam ako funguje

>Skontrolujem mitigacie (checksec)

>Zreverzujem binarku (toto uz viete)

>Tdentifikujem ako vyuzit zranitelnost (samotna zranitelnost
je vac¢sinou nami kontrolovany overflow)

>Napisem exploit (pwntools!)

>Ak nieco nejde tak debugujem (gdb!)

Ox2e



