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Abstract. We compare concept learners DL-Learner, SPELL and ALC-
SAT on real-world data based on the EMBER malware dataset with
the focus on learning £ and ELU concepts. We observe that the latter
two systems are promising computationally; however, the DL-Learner’s
ELTL algorithm achieved the highest F1 measure, albeit at the expense
of increased false positive rate.

Keywords: Explainable Al - Malware analysis - Concept learning.

1 Introduction

Structured machine learning (SML) [31] was applied in various domains to learn
symbolic classifiers [5,6,31] — logical formulas that are true if a given input
sample is classified under the learned category and false otherwise. Compared to
black-box machine learning (ML) [15], such a classifier is inherently interpretable
by the user, who may thus understand the reasons why the sample was classified
as true or false; offering better, intrinsic explainability [26], than e.g. popular
post-hoc methods such as LIME [24] and SHAP [20].

The overwhelming amounts of malware data inevitably lead to the employ-
ment of ML-based malware classifiers [12,27,28]. Given high mission-criticality,
the community soon recognized that black-box methodology is of limited use
[8,21,22]. SML is one of the promising approaches to overcome the issue, and
given the availability of ontologies that provide natural shared vocabularies to
describe malware data [32], concept learning [3,4,9,19,25] is a natural choice.
On the other hand, it is computationally expensive. Black-box ML methods are
able to handle datasets of millions of samples [1,14]. Previous experiments with
concept-learning showed that a state-of-the-art system, DL-Learner [3], already
struggled to process datasets of 10-20 thousand samples.

Expressive concepts supported by DL-Learner (up to SHOZQ [16]) may be
less comprehensible to human users (particularly those involving value (V) and
less-than (<) number restrictions) [30, 32]. Here, we focus on the lightweight
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EL [2], allowing conjunction (M) and existential restriction (3), enabling natu-
rally comprehensible concepts that capture relevant patterns in data. More im-
portantly, E£ exhibits lower (polynomial-time) complexity of reasoning |2, 13],
which the concept learner needs to execute for every candidate concept. While
adding disjunction () — and thus reaching ELU — causes the complexity of rea-
soning to jump to EXPTIME, previous research [30,32] indicates that it is useful,
as it enables expressing multiple options in matching. Notably, a smaller set of
constructors — compared to logics such as SHOZQ — also decreases the search
space that the concept learner has to explore. While learning in ££ and ELU
results in simpler concepts, they may be found more efficiently, and thus it would
be possible to process larger datasets.

2 Compared systems

DL-Learner offers multiple concept learning algorithms. Expressive (SHOZQ)
algorithms were applied in malware detection [32]: OCEL prioritizing the eval-
uation metrics, and CELOE prioritizing shorter concepts (useful in ontology
engineering) [3]. However, DL-Learner also features dedicated algorithms ELTL
and DELTL, for &€ and ELU [17,18].* All rely on heuristic search, starting from
the most general concept T and consecutively generating more specific concepts
by a so-called refinement operator. The search is infinite, but the approach guar-
antees that no concepts are missed on the way.

SPELL [4] is a dedicated learner for EL concepts based on bounded fitting:
iteratively increasing the size bound of the searched concept until a fitting is
found. Drawing from probably approximately correct (PAC) learning [29], it
formally guarantees generalization from the training data to previously unseen
data, and in the spirit of Occam algorithms, also hypotheses of small size. The
system relies on a translation to SAT solvers, leveraging their practical efficiency.

More recently, the same approach was extended up to ALC in the system
called ALC-SAT [11]. For comparison with DELTL, we configured ALC-SAT to
learn ELU concepts in our experiments.

3 Datasets and Methodology

Previous experiments [4, 11] with SPELL and ALC-SAT were conducted on
datasets with up to 1000 examples. Real-world malware datasets are often sig-
nificantly larger. For our experiments, we draw on the EMBER dataset [1] with
800,000 annotated data samples extracted from real malware Windows exe-
cutable files. For concept learning, RDF datasets of different sizes were curated
based on the PE Malware Ontology [32]. The learning problem is to recognize
the malware, i.e., to learn DL concepts that are true for all malware samples
and false for all benign. Even black-box ML methods were not able to achieve

4 And parallel learning algorithms which are out of the focus of this report.
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Table 1: dataset_8_1000.o0wl(avg * std).

Algorithm  Accuracy Precision Recall FP Rate F1

OCEL 0.75 £ 0.02 0.77 £ 0.03 0.72 £ 0.04 0.22 + 0.05 0.74 £ 0.02
CELOE 0.70 £ 0.02 0.71 &+ 0.05 0.68 £ 0.10 0.27 £ 0.11 0.69 + 0.03
ELTL 0.65 £ 0.03 0.60 + 0.02 0.93 £+ 0.02 0.61 £+ 0.05 0.73 + 0.02
DELTL 0.64 £ 0.03 0.70 & 0.05 0.48 £+ 0.03 0.20 £ 0.03 0.57 + 0.03
SPELL 0.71 £ 0.03 0.74 &+ 0.04 0.64 £ 0.04 0.22 + 0.04 0.69 £ 0.03
ALC-SAT 0.71 £ 0.02 0.73 £ 0.05 0.67 + 0.03 0.25 £+ 0.06 0.70 4+ 0.02

Table 2: dataset_1_10000.owl(avg + std).

Algorithm  Accuracy Precision Recall FP Rate F1

OCEL 0.72 £ 0.00 0.70 &£ 0.00 0.76 £ 0.01 0.31 £ 0.01 0.73 + 0.00
CELOE 0.71 £ 0.00 0.66 + 0.01 0.84 £ 0.00 0.42 + 0.00 0.74 £ 0.00
ELTL 0.67 £ 0.01 0.61 &+ 0.00 0.93 £ 0.00 0.58 £ 0.02 0.74 + 0.00
DELTL 0.63 £ 0.00 0.71 &+ 0.01 0.45 £ 0.00 0.18 £ 0.01 0.55 + 0.00
SPELL 0.69 £ 0.01 0.73 &+ 0.01 0.60 £+ 0.01 0.23 £ 0.02 0.66 + 0.01
ALC-SAT 0.68 £ 0.01 0.68 & 0.05 0.72 £ 0.12 0.35 4+ 0.13 0.69 *+ 0.03

Table 3: wannacry_1_20000.owl(avg + std).

Algorithm  Accuracy Precision Recall FP Rate F1

OCEL 0.94 £ 0.00 0.99 + 0.00 0.76 £+ 0.01 0.00 £ 0.00 0.86 + 0.00
CELOE 0.83 £ 0.00 0.62 + 0.02 0.83 £ 0.07 0.17 £ 0.03 0.86 *+ 0.00
ELTL 0.83 £ 0.00 0.60 = 0.00 0.97 £ 0.00 0.21 + 0.00 0.74 £ 0.00
DELTL 0.80 £ 0.00 0.92 + 0.00 0.24 £+ 0.01 0.00 £ 0.00 0.38 + 0.01
SPELL 0.87 £ 0.00 0.95 + 0.00 0.53 £ 0.01 0.01 £+ 0.00 0.68 + 0.01
ALC-SAT 0.86 £ 0.00 0.88 + 0.01 0.53 £ 0.01 0.02 £ 0.00 0.66 + 0.01

100% detection® — and so there is, in fact, no exact target concept to be learned.
Instead, standard ML methodology [10] is used to evaluate the quality of the
learned concepts’ approximation of the sample in terms of accuracy, precision,
recall, false positive (FP) rate, and F1 measure.

It is not feasible to process full EMBER, so we rely on selected partial
datasets: dataset_8_1000 contains 500-+500 randomly selected malware and be-
nign samples; dataset_1_10000 has 5,000+5,000; and, differently, wannacry_1_
20000 contains 5,000 malware samples, all from the WannaCry malware family
and 15,000 benign samples — this enables to find more precise output concepts,
as samples from the same family are structurally similar [30,32].

The experiments were run on a system with an 18-core Intel Core 19-10980XE
processor, 256 GB of RAM, running Debian 5.10-140.1. The runtime limit was
two hours. Evaluation used a 5-fold cross-validation [7] to reduce variance com-
pared to a single training/validation split.

4 Results

The success measures of all runs are summarized in Tables 1-3; averages across
the 5 folds are given. For better comparison, also the learning curves for accuracy

5 For instance, Oyama et al. [23], studying the most relevant combination of EMBER
features, reported the accuracy of 92.7% in the case when all features were used.
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Fig. 1: Learning progression of individual algorithms (accuracy over time)

are printed in Figure 1. We remark that the expressive algorithms OCEL and
CELOE were mainly included as a “more powerful” baseline — they allow more
expressivity, hence they reach better approximation (in terms of accuracy and
F1) — especially OCEL (for CELOE this is visible in the case of the 10k dataset).
This is at the expense of the required time (the learning curves are less steep
before flattening out). In contrast, SPELL and ALC-SAT are clearly progressing
much faster than the remaining algorithms (the learning curves way are steeper).

It is very interesting to compare the actual learned concepts. Due to limited
space, we may only show the most interesting concepts from the Wannacry
dataset, selected among the different folds. We specifically picked the Wannacry
family because here CELOE learned an &L concept with high F1. We were
naturally curious how the L and ELU learners would fare.
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Our study confirmed that particularly OCEL reached concepts with higher
expressivity, allowing for better approximation of the sample in EMBER, though
they are also harder to interpret by humans (notably, the < restriction).

Concepts learned by the £L and ELU learners are more interpretable; how-
ever, their performance is mixed. ELTL was able to reach a higher F1 than
SPELL or even ALC-SAT. This was due to a really high recall; on the other hand,
it jointly had a higher FP rate... So, there is no free lunch, so to say. Also, the
found ELTL concept contains Fhas_section.(CodeSection 1 (Jhas_section_
flag.Executable)(Jhas_section_flag.Readable)), equivalent to the shorter
Jhas_section.Jdhas_section_feature.WriteExecuteSection thanks to the on-
tology — which clearly is suboptimal.

Surprisingly, DELTL reached lower accuracy and F1 than ELTL, and in the
case of Wannacry, it only yielded L concepts, although it learned in a more
expressive language including disjunction. ALC-SAT learned ELU concepts with
significantly higher F1 than DELTL.

Altogether, our experiments show that both SPELL and ALC-SAT perform
computationally very well on large real-world datasets. In terms of learned con-
cepts, there are notable differences — but many are due to design — e.g. as noted
before, even CELOE found an EL concept with high F1, while SPELL and ALC-
SAT do not find it, as they optimize for accuracy rather than F1. The obtained
concepts will be useful for tuning SPELL and ALC-SAT in the future.

Another observation is that going from &L to ELU does not seem to help
much on the EMBER dataset, at least not on the selected datasets. We plan
to investigate this further. While none of the learned concepts constitutes a
breakthrough finding in malware analysis, many of the features identified within
the found concepts indicate possible malicious behavior to a high degree (incl.
write-execute sections, non-standard MZ headers, process spawning, etc.). Above
all, all learned concepts are immediately well interpretable to malware experts,
which justifies the methodology and it is a significant step forward, compared to
black-box ML
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